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Introduction

This Welcome Packet is designed to onboard and introduce new contracted kynectors (Navigators)
and non-contracted kynectors (Certified Application Counselors (CACs) to the Kentucky Health
Benefit Exchange’s kynector Program. This document provides an overview of the onboarding
process and detailed onboarding steps. Additional kynector training materials can be found on
KHBE’s website at KHBE.ky.gov.
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1 Welcome Letter
Getting Started with the Kentucky Health Benefit Exchange

Welcome to the Kentucky Health Benefit Exchange (KHBE) kynector Program! KHBE oversees
and manages the program, the certification process, education and outreach, and program
information.

As a kynector, you work with Individuals to complete applications and facilitate their enroliment in
health coverage. You will help Residents navigate through the full range of health plans for which
they may apply including Medicaid, Qualified Health Plans (QHPs), Advance Premium Tax Credit
(APTC), Cost-Sharing Reductions (CSRs), Kentucky Children’s Health Insurance Program
(KCHIP), Kentucky Integrated Health Insurance Premium Payment (KI-HIPP) Program, Small
Business Health Options Program (SHOP), and other programs as directed by KHBE.

KHBE is obligated under federal requirements to track training completions for all kynectors and
Organization Administrators. KHBE coordinates and monitors these training requirements. This
packet outlines the curriculum for the required trainings that you will need to complete before you
become certified as a kynector. Please read the instructions carefully as you navigate through the
certification process and follow the steps in the order they are listed. Do not skip any steps.

If you have been designated the Organization Administrator, you will be required to complete
additional trainings. Organization Administrators manage their organization and its users in the
Kentucky Online Gateway (KOG). KOG is the platform from which kynectors access kynect and
their required trainings on MyPurpose. The information in this packet helps you differentiate your
role as an Organization Administrator from the role of a kynector.

Thank you for assuming the role of a kynector. It is the dedicated efforts of the kynectors like you,
which allow Kentucky to lower its uninsured rate and provide access to quality health coverage for
all Kentuckians.

KHBE Team



2 kynector Onboarding Glossary of Terms

KHBE has put together a glossary of terms for kynectors to review to help them through the
onboarding process. Following the glossary of terms is a graphical explanation of base roles, add-
on roles, and who grants access to each role.

Term

Agency Administrator

Assister Medicaid Role

Assister Other Programs
Role

Assister Role

Assister Training Role

Advance Premium Tax
Credit (APTC)

Definition

Agency Administrator is a kynect benefits role that grants the user
a manger’s level of access. This role should be given to a few users
within the organization who know and understand the role
capabilities/responsibilities and who need the ability to see all the
cases associated with the organization. This allows the user to
monitor and adjust caseloads and kynector assignments and
evaluate the programs at an organizational level.

A role in Self-Service Portal given to kynectors, Agency
Administrators, or other approved individuals in addition to the
kynector or Agency Administrator roles. The Assister Medicaid role
allows users to complete QHPs, APTC, CSRs, Medicaid, KCHIP,
and KI-HIPP applications on behalf of a Kentucky Resident.

A role in Self-Service Portal given to kynectors, Agency
Administrators, or other approved individuals in addition to the
kynector or Agency Administrator roles. The Assister Other
Programs role allows users to submit Supplemental Nutrition
Assistance Program (SNAP) and Child Care Assistance Program
(CCAP) applications to the Department for Community Based
Services (DCBS) on behalf of a Kentucky Resident.

A role assigned to kynectors in the Kentucky Online Gateway that
grants them access to training, Medicaid enrollment, and
SNAP/CCAP applications. The Assister role is given to kynectors,
Agency Administrators, or other approved individuals after
completion of all required trainings in MyPurpose.

Assister Training is a role in the MyPurpose Learning Management
System (LMS) which allows kynectors to access and complete
required trainings of the kynector program.

A tax credit Individuals can take in advance to lower their monthly
health insurance payment (or “premium”). The advanced payment
is reconciled on the year’s tax return.

Based on the payment assistance the Individual qualifies for, their
tax credit may change.

This is also referred to as “Payment Assistance”.



Child Care Assistance
Program (CCAP)

kynect

Kentucky Children's Health
Insurance Program
(KCHIP)

Kentucky Online Gateway
(KOG)

Medicaid

MyPurpose

Organization Manager

A program which provides support to help families pay for child
care.

A Commonwealth of Kentucky program where Individuals apply
for benefit programs and resources including: Medicaid, Qualified
Health Plans (QHPs), Advance Premium Tax Credit (APTC),
Cost-Sharing Reductions (CSRs), Kentucky Children’s Health
Insurance Program (KCHIP), Kentucky Integrated Health
Insurance Premium Payment (KI-HIPP) Program, and Small
Business Health Options Program (SHOP). kynect may be visited

online at kynect.ky.gov.

There are three systems that make up kynect:
e kynect benefits
e kynect resources
e kynect health coverage

A program that provides health coverage to children facing
barriers such as high cost and lack of access to coverage. This
applies to children under the age of 19.

KOG is a single sign-on (SSO) solution for kynectors and
Residents which allows users to access to state systems they
need for interactions with multiple state agencies. KOG functions
similarly to a cell phone App Store. Business partners should
maintain a separate KOG account for business related accounts
and Resident level accounts to avoid blocked access within
certain state systems.

A federal and state program that provides health coverage
to low-income adults, pregnant women, children, and
Individuals with disabilities.

The Commonwealth of Kentucky's Learning Management
System (LMS) where kynectors and Agents complete training.
MyPurpose is accessed through KOG.

Organization Manager is a role within the KOG system which
permits Manager to add, remove, and update user profiles and
assigned roles. Maintaining user accounts is a critical part of
ensuring that an organization is in compliance, that search
results found in the kynect system are accurate, and that
organizations maintain their users in a manner that prevents
security incidents. Organization Managers act as the primary
liaison between their contracted organization and KHBE and act

5


https://amedeloitte.sharepoint.com/sites/ApplicationAssister/Shared%20Documents/KHBE%20OCM%202021/2021%20Deliverables/Draft/Website%20Audit/kynect.ky.gov

as the main point of contact for KHBE regarding contractual
requirements.

This title is used to distinguish users who hold either the
Organization Administrator Organization Manager role, the Agency Administrator role, or in
some cases both roles.

An insurance plan certified by the State-Based Marketplace
(SBM) that provides essential health benefits, follows
Qualified Health Plan established limits on cost-sharing (like deductibles, copayments,
(QHP) and out-of-pocket maximum amounts), and meets other
requirements under the Affordable Care Act.

A federal and state program that helps low-income individuals

Supplemental Nutrition purchase food for healthy meals at participating stores. SNAP

Assistance Program was formerly known as food stamps. SNAP benefits increase

(SNAP) household food buying power when added to the household’s
income.

A marketplace where states are responsible for performing all
State-Based Marketplace marketplace functions for the individual market. Residents in
(SBM) these states apply for and enroll in coverage through

marketplace websites established and maintained by the states.
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2.1 kynector Roles Diagram

The following is a graphical explanation of base roles, add-on roles, and who grants access to
each role.

Add-On Roles

Assister Medicaid

Assister Other

Assister Medicaid +

Programs Assister Other Programs
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3 kynector Onboarding Overview
3.1 New kynector Onboarding Process Flow

New kynectors and their Organization Administrators (must have Organization Administrator role in
KOG) should follow the high-level process flow below when onboarding. The below process flow is
divided by responsibility. See the following sections for detailed steps for each stage of the
process flow.

Start: A new kynector
requires onboarding,.

_______________ . Organization '
: Administrators :
| 1

1. Create a Kentucky
Online Gateway
(KOG) Account.

2. Invite kynector to
the Assister Training
in KOG.

3. Complete the State-
Based Marketplace (SBM)
Certification/Registration

Training and all other
required trainings through

MyPurpose.

4. Invite kynector to
the Assister role in
KOG,

5. Confirm
completion of
trainings and approve
Assister role.

Finish: The kynector
has now completed
onboarding.

| Please note: Once a kynector has completed onboarding, they gain access to MyPurpose. For :
: questions and more information please see the detailed process flow on the KHBE website at |
I

| KHBE.ky.gov.


https://khbe.ky.gov/Agents-kynectors/Documents/OnboardingProcessFlow-Final-62521.pdf

4 Creating a Kentucky Online Gateway (KOG) Account

To access a variety of Commonwealth of Kentucky systems including kynect and MyPurpose,
kynectors must create a Kentucky Online Gateway (KOG) account. Follow the steps below to create
a KOG account.

| Please note: If you have an existing KOG account for business, you should use that account
: instead of creating a new one. |

——— —— — — — — — — — — — — — — — — — — — — — — — —— — — — — — — — — — — — — — — —

4.1 How to Create a KOG Account

1. Navigate to the KOG home screen at https://kog.chfs.ky.gov/home.
2. Click Create New Account.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help *
Page.

KENTUCK Y.

OMLINE OATEWAY

Sign in with your Kentucky Online

Cateway (KOG) Account

Email Address

| Please note: kynectors must use their full legal first and last name when creating a
: KOG account. |
4. Enter a valid email address into the Email Address field and the Verify Email Address
field.

| Please note: To create a KOG account, kynectors must use a valid work email address that
has not been used for a citizen KOG account. |

——— —— — — — — — — — — — — — — — — — — — — — — — —— — — — — — — — — — — — — — — —

Please note: Password must be at least eight (8) characters in length and contain at least one I
number, one lowercase letter, and one uppercase letter. |


https://kog.chfs.ky.gov/home

Enter the previously created password in the Verify Password field.
Enter the mobile number into the Mobile Phone field (optional).
Enter a street address into the Street Address 1 field (optional).
Enter a street address into the Street Address 2 field (optional).
Enter a City and a Zip Code (optional).

Please note: kynectors should use their personal information for phone number, home

fields.

14.
15.

Please note: Mandatory fields are marked with a red asterisk (*). All mandatory fields must

I
I
| address, city, state, and postal code and not use their business information for these
I

Select a Preferred Language (optional).

Select a question from the Security Question drop-down box.

Below the previously selected security question, enter the response for the
security question in the Answer field.

Select a question from the second Security Question drop-down box.
Below the previously selected security question, enter the response for the
security question in the Answer field.

| be filled out in order to successfully create a KOG account.

KENTUCKY =

16.
17.

Select the box next to I’'m not a robot.
Review all fields to confirm accuracy. Then, select Sign Up.

Help | @ English -

Please complete your Kentucky Online Gateway Profile

an existing Kentucky Online Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL butron below to log into your account

it the form below and click Submit when finished.
th *are required,

First Name Middle Name Last Name

E-Mail Address Verify &-Mail Address

* Password Verify Password

Mobile Phone

Zip Code

CANCEL | SIGNUP

11.
12.
13.
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18. A confirmation notification displays, and an email notification is sent to the email
provided.

Help | @ English ~

Please complete your Kentucky Online Gateway Profile

YOU HAVE 4 HOURS TO COMPLETE THE PROCESS

© Your sccount has been raquested and is pending email verification. Please check your email and click on the link provided to verify your account. If you do not see the verification email in
vour inbox, please check your spam or jurk folder. If no email was received glick hers,

if you have already verified your account by clicking the link provided in the email, please click on SIGN IN button to continue. BETRE B

Please note: Once the automated activation email has been received, select the activation
link in the email. The activation link must be selected within four (4) hours to complete the
verification process or the account request is deleted, and the registration process must be
completed again.

19. When the activation link in the email is clicked, the user is redirected back to KOG.
Select Continue to Sign in, located in the bottom right corner of the screen.

Help | @ English =

Validate New Account

© Click on the button below to Sign in now and complete the final step of the account creation process.

I Continue to Sign in I

11
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20. Enter Email Address and click Next.

y (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help

KENTUCK Y.«
OMLINE GATEWAY

Sign in with your Kentucky Online
Gateway (KOG) Account

Email Addross

cit060822 user03bdkeups netd

Create New Account

Resend Account verification Email

English

21. Enter Password and click Verify.

KENTUCKY i
ONLINE GATEWAY

—
/7 N\

‘Verify with your password

(@ citn60822 usero3bEkeUDs NEt

Password

Forgot password?

Back to sign in

English v

12



kynector Welcome Packet

22. kynectors are redirected to the Register as a Kentucky Organ Donor screen.

Welcome cit091622 userO1b | My Account | Signow | veip | [EIMENIES

Register as a Kentucky Organ Donor x

:() Would you like to register as an organ donor?
-

With the passing of KY SB77 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway
has created an online portal for Kentuckians to join the Kentucky Organ Donor Registry. For more

information on what it means to be an organ donor, please vasit'hnuam@yﬂmv-ggngtgél

Yes, Register How. Remind me later

¢ |f Remind me later is selected, Users will be redirected to the KOG Dashboard
screen.

o If Yes, Register Now is selected, Users will be redirected to the Organ Donor
Registration screen. On the Organ Donor Registration screen, Users should
complete the following:

1. Enter all applicable personal information.

2. Select the | have read, understand, and agree to the above terms
and conditions checkbox.

3. Click Register.

| Please note: If at any point the user chooses to skip the organ donor registration I
process, they can click the Continue to the Application link. |

13
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Wakcrmen 01622 usar0lh | My Accoure | SgnOwt | help |

ame | uEendib

:_Please note: Once a kynector completes creating their KOG account, they must inform their |
| Organization Administrator that the account is setup and share the email address assigned to :
| the KOG account with the Organization Administrator. Then, the Organization Administrator |
| grants the kynector access to trainings in MyPurpose Learning Management System (LMS).

14
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23. After the kynector provides their Organization Administrator the email address used
to create the KOG account, the Organization Administrator assigns the kynector the
Assister Training role. Once completed, this action generates an email to the
kynector from KOG.

24. Select Click here to complete the process.

: Please note: If a kynector will be submitting applications for SNAP/CCAP to DCBS on I
| behalf of Residents, the Organization Administrator assigns the Assister Other Programs |
| role, Assister Training role, and kynector role once all required trainings have been :
: completed. These roles can and should be added simultaneously. |

I

Subject: Invitation to Organizatien User - UAT Back To Int
To: areverycool
From: KEUPS_DoNotReply_keupsuat.chfs@ky.gov

Received: Thu Jan 23 2020 14:44:12 GMT-0500 (Eastern Standard Time)
Sending IP:  148.163.135.176
Parts:

Attachments: Bubscriba w recsive Anachensnts]

Jonas Bros,
worker porial has granted you access 1o the following roles fo participate as a user in an Osganization = 2015 Go Live TEST
Application Name: Comerstone OnDemand

Role Name: Assister Trainmg

Please follow the below instructions to gain access as a user for this organization. This invitation link would expire and is valid only for a one.
Lime nse.

Cligk here to complete the process I

I you need any assistance Tunther, please comact the Kencky Online Gateway HelpDesk

Kell[un:k:; Online Gateway

NOTE: Do not reply to this email. This email account 15 only used 1o send messages.

Privacy Notice: This email message 15 only for the person it was addressed to. It may contain restricted and private mformation. You are
forbidden 1o use, tell, show, or send this information without permission. I you are not the person who was supposed 1o get this message, please
destroy all copies.

15
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25. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help
page:

KENTUCKY. i
ONLINE GATEWAY

5ign in with your Kentucky Online
Gateway (KOG) Account

Email Address

cit60822 userd3b@keups net

Create New Account

Resend Account Verification Email

English

26. Enter Password and click Verify.

KENTUCKY i
ONLINE GATEWAY

—
P Y

Verify with your password

@ citososzz
Password

Forgot passwornd?

Back to sign in

English v

16
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5 Multi-Factor Authentication

Multi-Factor Authentication (MFA) is an authentication method that requires kynectors to provide

two or more verification factors to gain access to MyPurpose and kynect. Users may be

presented with different security methods to complete MFA.
e
| Please note: If users are presented with multiple security method set up options, KOG highly

| recommends that users choose to set up Okta Verify as their security method to complete MFA.

5.1 Set up MFA: Okta Verify (Computer Browser)

When logging into KOG for the first time, if the email address and password entered on the new
KOG login screen are correct, users will navigate to the Set up security methods screen.
Follow the steps below to set up Okta Verify using a computer browser.

1. On the Set up security methods screen, click Set Up under Okta Verify.

KENTUCKY il
on

LINE GATEWAY

Set up security methods

@ Symantecvip

17
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2. Once on the Set up Okta Verify screen, users should download the Okta Verify
application to their mobile device or tablet/iPad from the App Store (iPhone and iPad) or
Google Play (Android devices).

Please note: There are two different Okta applications in the App Store (iPhone and iPad)
or Google Play (Android devices). Users should only download Okta Verify.

KENTUCK Y.l

ONLINE GATEWAY

Set up Okta Verify

® cit060822.user02b@keups.net

Need Assistance?

1.0n your mobile device. download the Okta Verify app from the App Store
(iPhone and iPad) or Google Play (Android devices).

2. Open the app and follow the instructions to add your account

3. When prompted, tap Scan a QR code, then scan the QR code below:

Can't scan?

18
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3. Users should follow the screenshots below to download, install and open the Okta Verify
application on their mobile device or tablet/iPad.

| Please note: The app may prompt users to enable certain features on their device (camera, Face
| ID, or Touch ID, push notifications, etc.) that will assist in completing the MFA enroliment. Please
: allow these features.

)
8

3:379 Wl =

)
L]

3:339 W T - 3:379 Wl =

©
©

Q okta verify © Cancel

1Password - Passwor... =
Okta Verify
Gener: | passwor.. OPEN

1Password remembers all your passwords for you, and
keeps them safe and secure behind the one password

Okta Verify
e Business 1 GET
I
KkeRkktr

- Welcome to Okta Verify .
How it works
- Securely sign in to your organization's apps.
When you access your organization’s apps,
= et use Okta Verify to confirm your identity.
L ]

Okta Mobile
Business GET
L2 2 3 e

oday

Y & <& Q

Today Games. Apps Arcade Search

o Get Started

Add Account

Choose Account Type

Choose the type of account you would like
to add

o Organization 6

Work, school, company

v

Other >
Facebook, Google, etc

Ways to verify

‘When signing in, enter a code from this app,
tap Yes on a push notification, or tap the
"Sign in using Okta Verify on this device"

button.

o Add Account

19



4.

3:399 W FTE

4 Okta Verify

Do You Have Your
QR Code?

oo

Ei

Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

o Yes, Ready to Scan

No, Sign In Instead }

Scan QR Code

Center QR Code within the Frame

Enter Key Manually

20
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When prompted, select Yes, Ready to Scan to open the device camera.

Use the camera feature to position the QR code within the highlighted box to be scanned.
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6. If the user’s device successfully scans the QR code, KOG will recognize that the Okta
Verify MFA enrollment is complete. If no other authentication factors are available to
enroll, users will be redirected to their application.

Please note: KOG recommends that users also set up at least one of the other security methods:

e Phone: SMS Text Message
e Phone: Voice Call

T T T T

e Symantec VIP Access Token

KENTUCK Y.l
ONLINE GATEWAY

Set up security methods

@ cit060822. userO2b@keups.net

MNeed Assistance?

Security methods help protect your account
by ensuring only you have access.

You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method.

Set up optional

\. Phone
Verify with a code sent to your phone
Used for access or recovery
Setup

@ Symantec VIP

Verify by entering a temporary code
from the Symantec VIP app.

Used for access

Setup

Set up later

Back to sign in

English Help

21
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5.2 Set up MFA: Okta Verify (Mobile Device or Tablet/iPad Browser)

When logging into KOG for the first time, if the email address and password entered on the new
KOG login screen are correct, users will navigate to the Set up security methods screen.
Follow the steps below to set up Okta Verify using a Mobile Device or Tablet/iPad browser.

1. On the Set up security methods screen, click Set Up under Okta Verify.

7559 ol T -
AR B & ssoi.dev.kog.ky.gov ¢
KENTUCKY.
ONLINE GATEWAY
Set up security methods
Set up required
e Okta Verify
\. Phone

2. Select Can’t scan?, located below the QR code.

KENTUCKY.
ONLINE GATEWAY

©

Set up Okta Verify
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3. If users prefer a text message, select Text me a setup link to have the setup link
sent through SMS, then select Next.

| Please note: If users prefer an email, select Email me a setup link to have the setup link sent
I through email. Skip the steps below and proceed to Step 7.

8:00 wl T -

AA B 8 ssoi.dev.kog.ky.gov @

KENTUCKY. a5
ONLINE GATEWAY

©

Set up Okta Verify

®) cit060822.user03b@keups.net

Need Assistance?

Which option do you want to try?

) Email me a setup link

(® Text me a setup link

o
5
<
Q
2

1

Return to authenticator list

Back to signin

< h m ©

23
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4. After selecting Text me a setup link, users should enter the 10-digit phone number
associated with their mobile device into the Phone number field and select Send
me the setup link. *Standard mobile messaging rates may apply.*

8:019 Wl T .
AA = & ssoi.dev.kog.ky.gov &

KENTUCKY.«9

ONLINE GATEWAY

Set up Okta Verify via SMS

®) cit060822.user03b@keups.net

Need Assistance?

Country

United States

Phone number

Enter phone 0

Make sure you can access the text on
your mobile device.

Send me the setup link

24



5.

6.

& ssol.dev.kog.ky.gov

KENTUCKY.
ONLINE GATEWAY

O

Check your text messages

® cit060822.user03b@keups.ne

Need Assistance?

Or try a different way to set up Okta

Verify
Return to authenticator list

Back to sign in

English ¢ elp

WARNING

> is the property of the
alth of Ke C

y. This is to

notify you authorized to
use this site formation accessed
through this STE=REmRE=ErEm=RJ U DOSE.

Click here to enroll Okta
Verify :

0518709

8:029 o T (-

kynector Welcome Packet

The onscreen message notifies users to check their text messages.

Users receive a SMS text message to their mobile device containing a link. Select
the link and proceed to Step 10.



7.

kynector Welcome Packet

If users would prefer to have the setup link emailed, select Email me a setup link

and click Next.

@ ssoi.dev.kog.ky.gov

KENTUCKY.i
ONLINE GATEWAY

N
/
)
R
Set up Okta Verify

®) cit060822.user03b@keups.net
Need Assistance?

Which option do you want to try?

® Email me a setup link

Text me a setup link

Return to authenticator list

Back to signin
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9.

kynector Welcome Packet

Users should enter their email address into the Email field and click Send me the

setup link.

& ssoi.dev.kog.ky.gov

KENTUCK Y.l
ONLINE GATEWAY

Email

cit0e0822. userOsDi@keups.net

“Send me the setup link

Or try a different way to set up Okta

Verify.

Retumn to authenticator list

N ke sure access the email on

Users should log into their email account on their mobile device or tablet/iPad and
retrieve an email titled as “Push Verify Activation Email”. Click Activate Okta Verify

Push.

& mail.google.com

Inbox g 8
KEUPS Alerts
K b

KENTUCK Y.

ONLINE GATEWAY

Kentucky Online Gateway
- Okta Verify Push
Registration

Hi ¢it060822 user03b,

Kentucky Online Gateway uses Okta
Verify Push for multi factor
authentication.

Click the following link from your mobile
device to activate Okta Verify Push for
your account,
Git060822.user03b@keups.net:

Activate Okta Verify Push

This link expi
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10. If users have not yet downloaded Okta Verify app to their mobile device or
tablet/iPad, continue to the step below (STEP 10A). If users have already
downloaded Okta Verify app to their mobile device or tablet/iPad, skip STEP 10A,

go to STEP 10B.

A. STEP 10A: To open the emailed or texted link, users will need to download
Okta Verify to their mobile device or tablet/iPad. Select OK on the pop-up
message and then select Download OKTA Verify. After users download the
Okta Verify Application and see the “Welcome to Okta Verify” message, go back
to the email or SMS Text message and re-select Activate Okta Verify Push.

 79%88): il T-Mobile ¥

Okta Verify

Open the Okta Verify app to complete enrollment

Safari cannot open the page because the
address is invalid. If Okta Verify is not installed on your device, it can

be downloaded from the App Store.
B o
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B. STEP 10B: If users have previously downloaded Okta Verify to their mobile
device or tablet/iPad, their device browser will ask if they would like to open the
page in Okta Verify. Click Open.

& ssoi.dev.kog.ky.gov

Open this page in “Okta Verify"?

11. Click Get Started.

O

Welcome to Okta Verify

You're about to set up an account for
ssoi.dev.kog.ky.gov to securely sign in to
your organization's apps.

Get Started

29



kynector Welcome Packet

12. Choose Enable to enable Okta Verify to use Face ID or Not Now to move to the
next step.

118 7

< Safari

o0
(dl/

Enable Face ID

This allows you to use Okta Verify with Face
ID to access apps.

Not Now

30
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13. Click Set as Default to set this KOG account as the default account in Okta Verify

or click Skip.

14. Click Done.

Set as Default Okta
FastPass Account?

You have more than 1 ssoi.dev.kog.ky.gov
account that has Okta FastPass enabled. Set
this account as your default to use it for Okta
FastPass verification for ssoi.dev.kog.ky.gov.

You can change your default account at any
time in your account details.

Set as Default

118 9

<« Safari

Account Added

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.



Please note: KOG recommends that users also set up at least one of the other security methods:

kynector Welcome Packet

15. Users should navigate back to the KOG login browser where they initially began the

setup process.

16. After completing this process, the Okta Verify MFA enrollment is complete. If no
other authentication factors are available to enroll, users will be redirected to their

application.

e Phone: SMS Text Message

¢ Phone: Voice Call

e Symantec VIP Access Token

KENTUCK Y.ouls
ONLINE GATEWAY

Set up security methods

(@ cit060822 user02b@keups.net

Need Assistance?

Security methods help protect your account
by ensuring only you have access.

You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method.

Set up optional

\. Phone

Verify with a code sent to your phone
Jse for access or r

Setup

Symantec VIP

<

Verify by entering a temporary code
from the Symantec VIP app.

ed for access

Setup

Set up later

Back to sign in

English [V Help
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5.3 Set up MFA: SMS Text Message

When logging into KOG for the first time, if the email address and password entered on the new
KOG login screen are correct, users will navigate to the Set up security methods screen.
Follow the steps below to complete MFA through SMS text message using a cell phone.

1. On the Set up security methods screen, click Set Up under Phone.

KENTUCK Y.
ONLINE GATEWAY

Set up security methods

Recommended

Setup

Phone
K’ Verify with a codi

e sent to your phone

Setup Click here

Back te sign in

English "\ Help
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2. Users should click SMS and enter the 10-digit phone number for their mobile device
into the Phone number field and click Receive a code via SMS. *Standard mobile
messaging rates may apply. *

KENTUCK Y.l
ONLINE GATEWAY

.~

Set up phone authentication

® cit060822.user02b@keups.net

Need Assistance?

Enter your phone number to receive a
verification code via SMS.
O Voice call

Country

United States

Phone number

/ 4 :5555555555

=
Receive a code via SMS Click here

3. Users will receive a SMS text message to their mobile device containing a 6-digit
code. Users should return to the KOG screen and enter the 6-digit code they
received into the Enter Code field and click Verify.

Enter phone number

KENTUCKY.auis

ONLINE GATEWAY

©

Set up phone authentication

® cit060822.user02b@keups.net

Need Assistance?

A code was sent to your phone. Enter the
code below to verify.
Carrier messaging charges may apply

Enter Code

1 29064 |

Click here o
—

Return to authenticator list

Back to sign in

English v Help.

WARNING
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4. If the code was entered correctly, KOG will recognize that the SMS text message-
based Phone MFA enrollment is complete. If no other authentication factors are
available to enroll, users will be redirected to their application.

¢ Okta Verify: Computer Browser

e Okta Verify: Mobile Device or Tablet/iPad Browser

¢ Symantec VIP Access Token

KY.llh

KENTUC|
ONLINE GATEWAY

Set up security methods

® cit060822 user02b@keups net
Need Assistance?

Security methods help protect your account
by ensuring only you have access
You have successfully set up the required
security method. We recommend that you
also set up at least one of the below
mentioned optional security method

Set up optional

e Okta Verify
Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity

Recommended
Setup
& Symantecvip

Verify by entering a temporary code
from the Symantec VIP app.

Set up

Back to sign in

English V| Help
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5.4 Set up MFA: Voice Call

When logging into KOG for the first time, if the email address and password entered on the new
KOG login screen are correct, users will navigate to the Set up security methods screen.
Follow the steps below to complete MFA through Voice Call using a cell phone.

1. On the Set up security methods screen, click Set Up under Phone.

KENTUCK Y.l

ONLINE GATEWAY

Set up security methods

@ cit060822 user02b@keups nat

Need Assistance?

Security methads help protect your account
by ensuring only you have access.

Set up required

e Okta Verify

Okta Verify is an authenticator app,
installed on your phone, used to
prove your identity
Recommended

Setup

‘. Phone

Verify with a code sent to your phone

Setup Click here 7

=

& SymantecVIP
K4
= Verify by entering a temporary code
from the Symantec VIP app.

Setup

Back to sign in

English [¥] Help

2. Users should click Voice call and enter their 10-digit phone number into the Phone
number field (and extension into the Extension field if applicable) and click
Receive a code via voice call.

KENTUCKY.aslls

ONLINE GATEWAY

Set up phone authentication

@ citos022.user02b@keupsnet

Ente

O sms
P @® Voice call

Country
United States
Phone number Extension
Enter phone number _SESRIIEERREREE
-
Receive a code via voice call Click here
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3. Users will receive a phone call and the voice on the line will read off a 5-digit code.
Return to the KOG screen and enter the 5-digit code into the Enter Code field and
click Verify.

KENTUCKY.asls-
ONLINE GATEWAY

Ay

Set up phone authentication

® cit060822.user02b@keups.net

Need Assistance?

Calling your phone. Enter the code below to
verify.
Carrier messaging charges may apply

Enter Code

/ 38639

Click here {

Return to authenticator list

Enter code

Back to sign in

English v

4. If the code was entered correctly, KOG will recognize that the Voice Call-based
Phone MFA enroliment is complete. If no other authentication factors are available
to enroll, users will be redirected to their application.

Please note: KOG recommends that users also set up at least one of the other security methods:

¢ Okta Verify: Mobile Device or Tablet/iPad Browser

|
|
|
| e Okta Verify: Computer Browser
|
|
|
|

¢ Symantec VIP Access Token

KENTUCK Y.l
ONLINE GATEWAY

Set up security methods

Y required
security method. We recommend that you
als0 set up at least one of the below
mentioned optional security method

Set up optional

©) Ouavel
ok

venticator aps

one. used to

Recommended

setup

& Symantecvip
verify by entering a temporary code
from the Symantec VIP app.

Set up

Back to sign in

English V| Help
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5.5 Re-register MFA: Symantec VIP Access Token

KOG continues to offer Symantec VIP as a security method for MFA. If users previously used
Symantec VIP to log into KOG supported applications, users will need to re-enroll into
Symantec VIP as a one-time activity.

| Please note: Users who downloaded the Symantec VIP application previously, DO NOT need to
| re-install the app.

When logging into KOG for the first time, if the email address and password entered on the new
KOG login screen are correct, users will navigate to the Set up security methods screen.
Follow the steps below to complete MFA through Symantec VIP.

1. On the Set up security methods screen, click Set Up under Symantec VIP.

KENTUCKY.al
ONLINE GATEWAY

Set up security methods

® cit060822.user0zb@keups.net

Need Assistance?

Security methods help protect your account
by ensuring only you have access.

Set up required

) Okta Verify

Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity

Jsed for access or recovery

Recommended
Setup

Symantec VIP
Verify by entering a temporary code
from the Symantec VIP app.

Click here

| setup

Please note: If users have not installed the Symantec VIP Access Token on their machine or
device, reference the Install Symantec VIP Access Token section. |
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2. After opening the Symantec VIP app, users will see a Credential ID and a Security
Code in a small black box. To copy the Credential ID from Symantec VIP app, click
the button next to the Credential ID (that looks like two sheets of paper). Return to
the KOG screen and either paste or manually enter the 12-digit Credential ID into
the Credential ID field.

KENTUCKY.ail>
ONLINE GATEWAY

Set up Symantec VIP
®) cit060822 user0zb@keups.net

Need Assistance?

From the Symantec VIP app. enter your
credential ID and two consecutive generated
codes

Enter credential ID

/ VSST36895167

Security code 1

Credential 1D

Security code 2

Enroll

Security Code

@
341315 /°
(O fr=)

3. Copy the Security Code from the Symantec VIP app. To copy the Security Code,
click the button next to the Security Code (that looks like two sheets of paper).
Return to the KOG screen and either paste or manually enter the 6-digit Security
Code into the Security code 1 field.

KENTUCK Y.l
ONLINE GATEWAY

Set up Symantec VIP

®) cit060822 user0zb@keups.net

Need Assistance?

From the Symantec VIP app. enter your
credential ID and two consecutive generated
codes

Enter credential ID

VSST36895167

Security code 1

2 m/ 950799

Security code 2

Security Code |

950799 °

Enroll
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4. Wait until a new Security Code appears in Symantec VIP app and copy the newly
generated Security Code. Return to the KOG screen and either paste or manually
enter the newly generated 6-digit Security Code into the Security code 2 field, then
click Enroll.

Please note: The Security Code refreshes every thirty (30) seconds. If the 2" code expires
before users click the Enroll button, enroliment will fail, and users will need to return to the VIP
Access application to receive two new valid Security Codes.

KENTUCK Y.«
ONLINE GATEWAY

Set up Symantec VIP

® cit060822.user02b@keups.net

Need Assistance?

From the Symantec VIP app. enter your
credential ID and two consecutive generated
codes

Enter credential ID

VSST36895167

Security code 1

950799

Security code 2

2 m»/ 271858

Click here ¢ (&}
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5. If the Credential ID and Security Codes were entered correctly, KOG will recognize
that the Symantec VIP MFA enroliment is complete. If no other authentication
factors are available to enroll, users will be redirected to their application.

e Okta Verify: Computer Browser

e Okta Verify: Mobile Device or Tablet/iPad Browser
e Phone: SMS Text Message

e Phone: Voice Call

KENTUCKY a0
ONLINE GATEWAY

Set up security methods

Nead Assistance?

Sacurity mathods help proted

by ensuring anly you ha

1 yOUF SECOURT

Cress
¥ou have successfully set up the reguired
security method, We recommend that you
also set up at least one of the below
mientioned optional security method

Set up optional

e Olta Verify
Okta Verify is an authenticator app.
installed on your phone. used to
praw

our identity
Recommended

Setup

“ Phone

Werify with a code sent to your phone

Setup

Back to Sign in

English || Help
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5.6 Install Symantec VIP Access Token

If kynectors decide to use Symantec VIP Access Token to access MyPurpose or kynect and
does not have Symantec VIP on their machine or device, kynectors should follow the steps
below.

Please note: Users who previously used Symantec VIP to complete MFA will need to re-
enroll into Symantec VIP as a one-time activity to continue using this MFA security
method. However, users DO NOT need to re-install the app.

Please note: The software is available for desktop and mobile. Please download the :
required type. To download for a desktop, users should use the link above and follow the |
steps below. To download for mobile, users should download the app from the app store or |
Google Play on their mobile devices. I

Secure Authentication

SYMC8187 4897
Anywhere

Your key to one swipe two-step authentication.

Coomion | (D

645943

Please note: In some instances, a System Administrator from the users Agency may be
required to download this software on their behalf. |
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2. To download the Symantec VIP token, choose of the options:

° To download for Windows-based machine, click Windows.
e To download for Mac, click Mac.

Choose your options

VIP Access for Mobile VIP Access for Computer

s

Mac Wiadows
Mae O3 X191 o bighr Wisdons* 7591, Windrwa® .11
AT T——"

3. Click Run to set up VIP Access.

Choose your options

VIP Access for Mobile VIP Access for Computer

’

[ «

08 Mac Windows
Mac 08 X 1012 or higher Windows® 7 8P1, Windows® 8, 8.1
and 10 (iative desktop mode caly)

Do you want to run or save VIPAccessSetup.exe (12.1 ME) from s3-us-east-2.amazonaws.com?

@ This type of file could harm your computer. Ron Save |* e
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4. Click Next.

Choose your options

VIP Access for Computer
Welcome to the VIP Access Setup Wizard

s
ise this wizard to instal Valdation and ID Protection Service (VIP) .
Access.
Mae Windows
fac 05 X 10.12 or higher Windows" 7 5P1, Windows" 8, 8.1
20 10 (eztive dislop mede caly)

Symantec.

WARNING: This computer program is protected by copyright law
and international treaties. Unauthorized duplication or distribution of]
this program, or any portion of it, may result in severe dvil or
aiminal penalties, and will be prosecuted to the maximum extent
possible under the law.

5. Check I accept the terms in the license agreement (if the terms are accepted) and
click Next.

#

3 mantec.
License Agreement J\Sllldalibﬂ &

1D Protection
Review the license agreement before instaling VIP Access.

VIP Access for Computer

Protection Services (“Services”). “Licensed Software” means the

Symantec software program, in object code form, accompanying this

License Agreement, including any associated program documentation

included in, or provided for use with, such software.

License Restrictions and Obligations. You may not, without U
Symantec's prior written consent, conduct, cause or permit the: (i) .
use, copying, medification, rental, lease, sublease, sublicense, or Mac Windows
transfer of the Licensed Software except as expressly provided in this Mac 05 X 10,12 o bigher Windons® 7 591, Windows® 8,51
License Agreement; (ii) creation of any derivative works based on the v ) md 10 (native desloop mode caly)

(®)1 accept the terms in the license agreement:
()1 do not accept the terms in the license agreement

Installshield

ST |

44



kynector Welcome Packet

6. Select Install Location and click Next.

ﬁ‘ VIP Access

Symantec.
Validation &
1D Protection

Select Install Location ‘/

VIP Access for Computer
This wizard willinstall VIP Access in the location shown below. To install VIP Access in a different
location, select Browse,

Select Next to start the installation process.

Folder:
C:\Program Files (x86}\Symantec\VIP Access Client| * Browse...
Mae Windows

Mar 053 1012 ot highee Windows 7 5P, Windos® £, 81
s 10 feaive deskop mode onk)

7. Click Install to begin the Installation.

1 VIP Access

Ready to Install the Program

x

mantec.
\/3&.«. ion &

1D Pratection
VIP Access for Computer
Select Install to begin the installation.

1f you want to review or change any of your installation settings, select Back. Select Cancel
to exit the wizard.

’

Mac Windows.
Mac 08 X 10.12 or higher Windows® 7 SPL, Windows® 8, £.1
and 10 feative desktop mode ouly)

InstaliShield
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8. Click Finish. The VIP Access is installed successfully.

Choose your options

Installshield Wizard Completed VIP Access for Computer

J VIP Access installed successfully.
[

Mac Windows
as 03 X 10,12 or higher Windows® 7 SPL, Windows* 4, £.1

Symantec. i ——

Nate: Ga to Al Programs from the Start menu to launch VIP
ccess,

= B

9. The user has successfully registered MFA on their computer. Click on the VIP Access
icon. In the bottom right on the screen, the VIP Access Credential ID, and Security Code
display.

= VIP Access

Credential ID

VSET69894784

K

{ Symantec.
Validation &
I Protection
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5.7 Add/Remove MFA Security Methods
Users should follow the steps below to add a new security method or remove an existing

security method.
After logging into KOG, click on the Account Name at the top of the screen.

Welcome cit060822 user02b & ‘ @ English v \ Help ‘ Sign Out &>

KENTUCKY ..
ONLINE GATEWAY

All Apps

Search for Applications .... Qsearch
(Elaalelalals]

- 1elclofelelo]nl]
CSWS (DEV)

Business Connect Test App CP Application
Internet Explorer Onlv
5}
Allows public to create, update and view

Account Management
Chrome Browser Recommended el

Enables user's to manage accounts via self- This widget is for testing Business Connect This application is for Understanding of
service. application integration with KOG and is used Functionality only. their accounts
for test purposes only.

CP Access Enroll

Enroll

MutuallyExclusiveByRoleExc :
»

Enroll

Identity Proofing KARES DISPLAY Mutual Exclusive New Level
Explore New Level of Mutually Exclusivity for MutuallyExclusiveByRoleExclusion

Fingerprint based background checks for job

Enables offline remote identity proofing of

nOut | Help

Training Modules

My Info My Credentials My Agreements Change P« d MFA M. ent
S
Organ Donor Registration <
g gl ,{@‘ A
o
&/ e
— Back To Application

Account Home

Good Afternoon cit060822 user02b.
Please select a button above to view or edit your account.
Password Last Modified:  6/8/2022

Password will expire in 55 days.
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3. Scroll down the page to the Security Methods section to add or remove different

security methods.

KENTUCK Yl [ Q [search your apps
ONLINE GATEWAY

ft My Apps

First name

A Notifications

Last name
Okta username
Primary email

Mobile phone

Display name

Language

Last sign in: a few seconds ago

Privacy

by your
editand

Ci060822

usero3b

Cl060822 user03b@Keups.net

€It060822 user03b@Keups.net

user03b, cit060822

English

iefa

nguage has been automatically set
fo change your language pleas
your desired display language

cit060822
Kentucky Online Gate...

An uppercase letter

A number

Does not include your first name

Does not Include your last name

cannot be any of your last 24 passw

Your passw

Current password

New password

Confirm new password

v’ Security Methods

Security methods help your account security when signing In to Okta and other

applications.
Click "Set up" or "Set
Okta Verify up another” to Add setup
Phone Set up another
AW
Symantec VIP Setup

4. Follow the onscreen instructions to add or remove a security method.
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6 Login Instructions
kynectors should proceed with the following steps to log into the system:

1. Navigate to https://kog.chfs.ky.gov.

2. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help X
page-

KENTUCKY. =il
ONLINE GATEWAY

Sign in with your Kentucky Online
Gateway (KOG Account

Email Address

citD60822 user03bkeups net

3. Enter Password and click Verify.

KENTUCKY. i
ONLINE GATEWAY

Po—""n1

l-. *kkk J,-l

\

b

Verify with your password

(@ cit060822 userO3bEkeups net

Forgot password?

Back to sign in

English v

E Please note: If any application within KOG requires Multi-Factor Authentication (MFA), users |
! will be prompted to complete MFA when logging into KOG, rather than when accessing the |
! specific application. !

4. The system redirects the user to complete Multi-Factor Authentication, through Okta
Verify, Symantec VIP, or phone, depending on the MFA the user has enrolled in.
Complete the required steps for MFA.
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7 Complete the SBM Certification/Registration Training

Once the kynector has the Assister Training tile, they should complete the State-Based
Marketplace (SBM) Certification/Registration Training and all other required trainings through
MyPurpose. kynectors should follow the steps below to complete the SBM
Certification/Registration Training and all other trainings.

7.1 Steps to Complete the SBM Certification/Registration Training

1. Navigate to the KOG home screen.
¢ https://kog.chfs.ky.gov/home
Log into KOG using KOG credentials.
Navigate to the Assister Training tile from the KOG dashboard.
Click Launch from the Assister Training tile.

hrobdn

Assister Training

MyPurpose Learning Management System for
Application Assisters

Launch

I
| Please note: It may take 24 hours for KHBE'’s trainings to appear on My Purpose after |
| selecting launch. |
I

5. Once navigated to the MyPurpose home screen, type KHBE in the search bar at the top
right of the MyPurpose screen.

77PURPOSE P

KlowlEDGE
Sy s

&LOH‘PET'ENCE

> Téﬁmu&

PEOPLETOPURPOSE

TEAMKENTUCKY
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6. Look for the SBM Certification/Registration Training and New kynector Training in the

global search results.

kynector Welcome Packet

7%PURPOSE
7

Home  NeedAssistance?  Profle  Connect  Learning  Performance  Open Opportunities

tﬂfm
oL

CABINET

Search

Training Clear

FECIE

(o]l

Certifications

People

Connect

A Glovalsearch

Global Search

-

9 KHBEs privacy and securty expes

KHBE Application Assister KI-HIPP Policy Training
o Sen

—  KHBE New Application Assister Training V1

7. Click the training title for the selected training to navigate to the Training Details

screen.

77PURPOSE
d

Home  NeedAssistance?  Profle  Connect  Learning  Performance  Open Opportunities

Search

Training Clear
LA
D on

-

Certifications

People

Connect

Globsl Searcn

Global Search

lons for working with sensitive

KHEE.

KHBE Application Assister KI-HIPP Policy Training
Curicuum

KHBE New Application Assister Training V2
e

h y Services

KHBE New Application Assister Training V1

el
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8. Click for Request each required training to register for each training.

774PURPOSE

Home  NeedAssistance?  Profile  Connect  Leaming  Performance  Open Opportunities

A Search  Training Details

Training Details

s KHBE Appllcahon Assister KI-HIPP Policy Tralmng

riculum Cabinet for Health & Family Services . 1 hout
[=r]

This web-based training is intended for Application Assisters. This training provides a review of the current KI-HIPP program as well as insights on the upcoming changes to
the program beginning on November 4, 2019,

Available Languages
English (US)

Version
10

Subjects
Employee Development

Curriculum

9. Navigate to the MyPurpose home screen.

PURPOSE _ . _

Home Haond Assictanes? Profie Cannact Leaming Cortification Contert T Open Oppertunitios Reports Admin
a

Ko EDGE
Swiys  Agluty

GRovit

§%Cm?ETEuce

TRANING

NEC
N

PEOPLETOPURPOSE

Be the BEST Version of Yourself!

i
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10. Scroll down and locate the My Training box.

View ranscript

(0 approved training s2lestion(s))
(Registersd for 3 training selection(s))

Active Shooter 371312020

KHBE Assister KI-HIPP Policy Training Hona

iSTEP for Non-Personnel Cabinet Users None
New Employee Orientation Hone

OCR Access toHealth and Human Services
Jobs FAQs CHFS New Employee Orientation

Unserstanding and Abiging by Title VI of the

Leaming FAQs it
Ciwil Rights Act 1964

Performance FAQs
MyPROFILE FAQs
or Training: Please make sure you are using Internet Explorer th the pop up
MyCOMMUNITY FAQS blocker turnzd off. If you do not have Internet Explorer 11 you will need ts use Goagle
= Chrome with the pop up blocker turned off and the flash player enabled.
Accessi Assistance FAQs

Click here if you have questions of need assistance 2 KY Training and Development Professionals - Mark Kennedy has crested the

discussion: ()

The Enargy and Envirenment Cabinet has had a very successful leadershi
8252019 412 Fli - 0 Comments - Gonnest
KY Training and Davelopment Profezsionals - Jessica Wolfe has oreated the
Giscussi

n:
A message from ODET"s Executive Director Tiffany Yeast: What an amazin
8252019 341 Fli - 0 Comments - Connect

KY Training and Development Professionals - Alan Meister has crested the
O 3o

Just want evaryone to know that due to the small size of our elassroom
942019 8:27 AM - 0 Comments - G

KY Training and Development Professionals - Alan Meister has created the
disous sion:

Good Afternoon To zll of you, My name is Alan Meister and | am the Mic
S3/2018 1.06 PAI - 0 Commients - Gonnect

a KY Training and Development Professionals - Mark Kennedy hasrecsivad 3
bt i

11. Click on the My Training hyperlink at the top of the My Training box to navigate to the
Transcript screen.

o —

View ranseript Duc Date Action
:ﬁg:gi';l“;;’:‘f };‘:‘I’;g;ﬁ“z“s"a“‘:‘c’ign(sﬂ KHBE New Application Assister Training V1 31212020 Open Curriculum
Leamning Your Way @ Commonwealth U 4.0 51612020 Launch
NAT Remediation Training None Open Curriculum
OCR Access to Health and Human Services Nonc None
MyCAREER FAQs CHFS New Employee Orientation None None

Understanding and Abiding by Title VI of the Civil
MYLEARNING FAQsS Rights Act 1964 None None

MyPERFORMANCE FAQs

MyPROFILE FAQs

Y - For Training: Please make sure you are using Internet Explorer 11 with the pop up blocker tumed

MyCOMMUNITY FAQs off. If you do not have Internet Explorer 11 you will need to use Google Chrome with the pop up
blocker turned off and the flash player enabled.

Accessibility Assistance FAQs
System Requirements & Miscellaneous Social Feed
Cliekhere yeu nave quesnons or need assistance Accessibility Focus Group - Elizabeth Cram has received a reply to the discussion:

1loved sesing this good news regarding accessibility in Kentucky. Tha
3/26/2020 8:56 AM - 7 Comments - Gonnect

Accassibility Focus Group - Neil Popplewell has received a reply to the discussion
Future Accessibility Guidelines—for People Who Can't Wait to Read Them
3/5/2020 5:17 PM - 1 Comments - Connect
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12. Click Open Curriculum next to the selected training.

kynector Welcome Packet

8 ustin Mulins Bio ¥  Feedback  Transcript  Actions ¥  Snapshot

@ > JustinMullins » Transcript: Justin Mullins

Transcript: Justin Mullins
use Google Chrome with the pop up blocker tumed off and the flash player enabled. ***

FISCAL YEAR ENDING cosT

o ®
0 HRS 12/31/2020 $.00

AGGREGATE TRAINING COMPLETED

Active™ | By Date Added ™ | | All Types ™

Search Results (2)

KHBE Application Assister KI-HIPP Policy Training
Due: No Due Date ~ Status: Registered

KHBE Privacy and Security Training
Due: No Due Date ~ Status: Registered

Use the transcript to manage all active training. ***Please make sure you are using Internet Explorer 11 with the pop up blocker tumned off.If you do not have Internet Explorer 11 you will need to

(-]

13. Click Activate from the training details screen and the Activate button changes to a

Launch button.

Training

0,
0%
CURRICULUM PROGRESS program as well as insights on the upcoming changes to the program beginning on November 4, 2019,

HDAKHBE KI-HIPP V1 Mod 1

Status: Not Activated  Due: No Due Date

HDAKHBE KI-HIPP V1 Mod Assessment

Status: Pending Prior Training  Due: No Due Date  Training Hours: 1 hrs

gornerstone

774PURPOSE
! X "
Search ™
Home Need Assistance? Profile Connect Learning Performance Open Opportunities
A JustinMulins  Transcript Justin Mullins  KHBE Application Assister KI-HIPP Policy Training
KHBE Application Assister KI-HIPP Policy Options ™

This web-based training is intended for Application Assisters. This training provides a review of the current KI-HIPP

Powered by Cornerstone OnDemand, Inc. ©2000-2020
Al Rights Reserved. Terms - Privacy - Cookies
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14. Click Launch to begin the training.

731 URPOSE Grow. Learn. Lead. Serve. L’:@

camer

Home  MNeedAssistance?  Profile  Comnect  Learning  Performance  Open Opporfunities

A MichselSackem  Trnscript Michael Sackett  NAT Remediaton Training

NAT Remediation Training Options ™
0,
0%
Final Attempt - Assessment for KHBE's New Assister Training. This training consists of 30 questions and test Application
Assisters and Certified Application Counselors’ knowledge of the New Assister Training, Assisters have 1 attempt to

I (RS receive a score of 80% or higher.

HDAKHBE NAT Remediation Mod 1 m
- Status: Registered  Due: No Due Date

HDAKHBE NAT Remediation Mod 2

HDAKHBE NAT Remediation Mod 3

HDAKHBE NAT Remediation Mod Assessment
Status: Pencing Prior Training  Due: No Due Date  Training Hours: 3 hrs

P~ )

15. Click Agree from the Training Agreement.

Extensive Content. Countless learning oppertunities.
Free to you. Wherever you go. That's CommonweathU!

Ready to dive in? A few quick things...

To view courses during regularly scheduled working hours,
seek approval from your supervisor before taking the course.

You're free to take courses at home, any time of day, without
approval! Please be aware, however, that you will not be
compensated for training completed outside of your regularly
scheduled working hours without advance approval of your
Supernvisor.

Have FUN! CommonwealthU has THOUSANDS of courses that
are free for you. You'll find many courses from third-party
vendors. Please remember that if a course conflicts with
Kentucky and/or federal law, Kentucky and/or federal law will
control.

System Requirements:

==%You must allow pop-ups on this site.”™*

Supported Browsers:

Microsoft Internet Explorer 11 or Edge, Google Chrome,
Safari 8 or higher, Firefox 4 or higher, Opera 27 or higher,
Mobile devices running i0S 9 or higher or Andreoid 5 or higher

COMMONWEALTH
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16. Click the training play button once the training pop-up appears to start the training.

17. Repeat the above steps to complete all the required KHBE trainings.

. Please note: A full list of KHBE’s trainings can be found in the kynector training curriculum
| section at the end of this Welcome Packet. For more information on accessing KHBE’s
| trainings, see the kynector LMS Quick Reference Guide on KHBE'’s website: KHBE .ky.gov.

. Please note: kynectors should complete all required trainings as shown in the order they
| are listed in the kynector training curriculum section at the end of this Welcome Packet.

18. Once the kynector completes the SBM Certification/Registration Training and the other
required KHBE trainings, the kynector must notify their Organization Administrator.
Then, the Organization Administrator invites the kynector to the Assister role in KOG
pending KHBE approval.

19. Once the Organization Administrator assigns the Assister role and it is approved by
KHBE, a KOG system-generated email is sent informing the kynector that they have
been assigned the Assister role.

20. Select Click here to complete the process.

Lola Bennett,
worker portal has granted you access to the following roles to participate as a user in an Organization - Demo Assister
Application Name: Self Service Portal

Reole Name: Assister

Please follow the below instructions to gain access as a user for this organization. This invitation link would expire and is valid only for a one-time use.

Click here to complete the process

If you need any assistance further, please contact the Kentucky Online Gateway HelpDesk

Kentucky Online Gateway
Kentucky Online Gateway HelpDesk

NOTE: Do not reply to this email. This email account is only used to send messages

Privacy Notice: This email message 1s enly for the person it was addressed to. It may contain restricted and private information. You are forbidden to use. tell, show. or send this nformation witheut permission. If you are not the person
who was supposed to get this message, please destroy all copies.
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21. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help ®
page.

KENTUCK Y.l
OMLINE GATEWAY

Sign in with your Kentucky Online
Gateway (KOG) Account

Email Address

Cit060822 user03b@keups ned

Create New Account

Resend Account Verification Email

English

22. Enter Password and click Verify.

KENTUCKY, i

ONLINE CATEWAY

e -

I-. HAkok J,-I
\
N

Verify with your password

@ citD60822 userD3bBkeups.net

Password

Forgot password?

Back to sign in

English v

: Please note: If any application within KOG requires Multi-Factor Authentication (MFA), users |
| are prompted to complete MFA when logging into KOG, rather than when accessing the

| specific application. At this point, if KOG determines that no other verification steps are I
I needed then authentication is considered complete. |
__________________________________________ d

23. After signing in, the kynector is taken to the Remote Identity Proofing (RIDP) screen
and later to the Experian screen.
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7.2 Remote Identity Proofing Process through Experian

kynectors verify their identity by completing the Remote Identity Proofing Process through
Experian during the User Verification process in KOG. Below are the steps to complete this
verification.

1. Enter Email Address and click Next.

to the new ky Online y (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help ®

KENTUCKY. =il
OMLINE GATEWAY

Sign in with your Kentucky Online
Cateway (KOG) Account

Email Address

Cit060822 userd3b@keups net

English ~

2. Enter Password and click Verify.

KENTUCKY.«i
ONLINE GATEWAY

-,

(&
| ddokk |

Verify with your password

(@ cit060622 user03bgikeupsnet

Password

Back to sign in

English v

I_Please note: If any application within KOG requires Multi-Factor Authentication (MFA), users |
| will be prompted to complete MFA when logging into KOG, rather than when accessing the

| specific application. At this point, if KOG determines that no other verification steps are I
| needed then authentication is considered complete. |



W

kynector Welcome Packet

Confirm that the First Name, Middle Name, and Last Name are correct.

Provide answers to each required question marked with an asterisk (*) to complete the
Remote Identity Proofing (RIDP) process through Experian. Select the checkbox that
states Identify proofing is enabled by Experian.

Click Next.

User Verification

@ The Kentucky Onli
information, Your info
Kentucky records. Pleas
Next when finished

Gateway must verify your identity information by using public records and consumer credit
ion may also be verified by using information contained in
Il out the form below using your Legal Name. Fields with asterisk are required. Click

ur Commonwealth of

* Legal First Name Middle Name * Legal Last Name

assam koraku
Name Suffix Gender Phone Number
Birth Date Social Security Number Email

v v v assam.korakul23@dispostable.com
* Home Address * City * State
Kentucky \

* Postal Code Postal Extension Code

By checking this box | am certifying that | understand the services being requested are regulated by
the Fair Credit Reporting Act and that permissible purpose is required. Any special procedures
established by my company ("Experian Subscriber”) for obtaining the consumer's authorization to
receive information from the consumer's personal credit profile from Experian have been met. | certify
that the consumer named above has initiated a transaction with my company, and that the service
being requested will be used solely to confirm the consumer's identity to avoid fraudulent transactions

in the consumer’'s name.
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6. Experian verifies the information provided and may present the kynector with questions

based on their credit profile. Provide answers to each question. Then, click Next.

User Verification

aaaaaa

Please note: If the kynector does not have a credit history or Experian cannot perform
identity proofing online, a screen similar to the one below displays. The kynector will be
given a reference number and will need to call the Experian Help Desk. When
contacting Experian, please use the reference number given in the KOG message
below.

cess. Please call them at 1-86&-5?3-5&09@.
shes: 878b-3a-200b. Once you have verified your

If Experian is unable to complete identity proofing, there is a manual ID proofing process
available. If manual ID proofing is required, send an email to KHBE.Program@ky.gov.
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7.3 Organization Questions

After kynectors complete the ID Proofing process, they must answer questions about their
organizations before accessing kynect. See below the questions the kynector must answer
about their organization then click Save:

1.

3.

Enter the kynector's Legal First Name.

Enter the kynector’s Legal Last Name.

Check only the counties to which the kynector is willing to travel to assist Individuals in
the Please select the Counties you Cover section.

Check whether you assist with Individual, Small Market, or both.

¢ Individual Market Type —kynectors can help consumers to determine their
eligibility for insurance affordability program, including advance payments of the
premium tax credit and cost-sharing reductions, and enroll them in qualified
health plans (QHPs).

 Small Market —kynectors can help employers understand their options for
enrolling in SHOP (Small Business Health Options Program) coverage and assist
them and their employees through the SHOP application and enroliment
process on the Insurer’s website.

| Please note: Contracted kynectors (Navigators) are expected to assist with both the I

ll Individual and Small Markets. '

Enter the kynector’'s Primary Phone Number.

Select whether the Primary Phone Type is Cell, Home, Work or Other.

Enter the kynector's Secondary Phone Number (optional).

Select whether the Secondary Phone Type is Cell, Home, Work, or Other (optional).
Enter the kynector’s mailing address in the corresponding fields: Mailing Address-Line
1, Mailing Address-Line 2, Mailing Address-City, Mailing Address-State, and
Mailing Address- ZIP.

. Select Preferred Method of Contact.
. Select Preferred Time of Contact.
. Select whether you are a public or private kynector in the Do you only assist

consumers within your medical facility/clinic/office/organization? field.

. Enter the kynector’s Primary Email.
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Legal First Name:

Christopher

Legal Last Name: Nolan
Please select the Counties you Cover:™

[JOUT OF STATE OClark [OHart
OAdair OcClay [OHenderson
OAllen CClinton OHenry
CJAnderson [CCrittenden [OHickman
OBallard [JCumberland [JHopkins
[Barren [IDaviass lackson
[OBath [JEdmonson Clefferson
OBell OEliott Cllessamine
[OBoone CJEstill Clohnson
[CJBourbon OFayette [CJKenton
OBoyd [JFleming OKnott
OBoyle COFloyd OKnox
[OBracken OFranklin OLarue
[OBreathitt CFulton OLaurel
[OBreckinridge OcGallatin OLawrence
OBullitt OGarrard CLee
OButler OCrant OLeslie
Ccaldwell CGraves CLetcher
Ocalloway [Grayson OLewis
OCampbell [CGreen CLincoln
OcCarlisle [Greenup [CLivingston
COCarroll OHancock OLogan
OcCarter OHardin Oiyon
[OcCasey OHarlan [OMcCracken
CChristian [Harrison

Please select your Market Type:™

Oindividual

OSmall Market

[OMcCreary
COMcLean
OMadison
[OMagoffin
OMarion
COMarshall
OMartin
OMason
OMeade
COMenifee
COMercer
OMetcalfe
OMeonroe
[OMontgomery
[OMorgan
[OMuhlenberg
CINelson
[CNicholas
CJOhio
dJoldham
Oowen
CJowsley
OpPendleton
OPerry

[Jrike
OpPowell
OPulaski
[JRobertson
[JRockcastle
ORowan
CRussell
OScott
[Oshelby
[Jsimpson
[JSpencer
OTaylor
OTodd
CTrigg
OTrimble
OuUnion
[OWarren
[Owashington
Owayne
[OWebster
[Owhitley
Owolfe
[OWoodford
Oco

Primary Phone Number
Primary Phone Type:*

OCell

OHome
OWork
OOther

Secondary Phone Number
Secondary Phone Type:
OcCell

(OHome
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COHome

Chwark

[ (T

Mailing Address - Line 1: B
Mailing Address = Line 2:

Mailing Address = Ciny: B
Mailing Address - State B
Mailing Addrass = ZIP [

Preferred Method of Contacr™
OHome Phone

CWork Phone

OHCell Phone

CE=-mall

OFax

(CPostal Mail

Prafarred Time of Contact™
OMornings

OIDaytime

CEwening

CWeekands

Freferred Language:”™
QEnglish

Ospanish

D i rily dsssl ot %% n poar medcal
BacilitydisicfoHoaforganizaios?

Frimary Email:
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8 KHBE’s kynector Training Curriculum

Navigators and Certified Application Counselors (CACs) are required by KHBE to complete
trainings to become a kynector. Additionally, KHBE requires annual trainings to maintain the
kynector status. Below is the KHBE kynector curriculum. It is broken into initial trainings for
new kynectors and annual trainings. kynectors should complete all required trainings as
shown in the order they are listed below.

Initial
Trainings

4

Annual
Trainings

Trainings required by KHBE to become a |
kynector: I

SEM Privacy
Certification/ New
and

Registration | kynector

Training SE‘-EI]['itY

Other
Trainings

Trainings annually required by KHBE to :
maintain the kynector role: I

o - Other
Certification, et

Registration Trainings

Training Security

: Please note: The KHBE Program may require kynectors to complete additional training to

| additional trainings that are required as well. For further questions please contact the KHBE

I
| continue to maintain and improve the kynector Program. Organization Administrators have :
I
I

| Program email inbox at KHBE.Program@ky.gov.

Please note: Organization Administrators and kynectors who have been approved by |
DCBS to submit SNAP and CCAP applications must complete the required trainings prior !
to being granted the Assister Other Programs role. !


mailto:KHBE.Program@ky.gov
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