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Agent Welcome Packet

Introduction

This Welcome Packet is designed to onboard and introduce new Agents to the Kentucky
Health Benefit Exchange's systems and programs. This document provides an overview
of the onboarding process and detailed onboarding steps. Additional Agent training
materials can be found on the KHBE website.
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1 Welcome Letter
Getting Started with the Kentucky Health Benefit Exchange

Welcome to the Kentucky Health Benefit Exchange (KHBE) Program! KHBE
oversees and manages the program, the certification/registration process,
education and outreach, and program information for the State-Based
Marketplace (SBM).

Agents use the SBM to enroll individuals and businesses in healthcare through the
kynect Self-Service Portal (SSP). Agents use the SSP and Agent Portal to intake new
clients, browse plans, generate reports, create proposals, and view all incoming
notifications and announcements from Worker Portal.

KHBE coordinates and monitors the training requirements for Agents to access the SSP
and Agent Portal. This packet outlines the necessary steps and requirements Agents
must complete before they can access any KHBE trainings. As public health
emergencies arise, these steps and requirements may be modified. If this does occur,
the Agent will receive communications with specific updates and details. Agents must
read the instructions carefully as they navigate through the process and follow the steps
in the order they are listed. Do not skip any steps.

KHBE Team
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2 Agent Onboarding Glossary of Terms

KHBE has put together a glossary of terms for Agents to review to help through the

onboarding process.

Term

Advance Premium Tax
Credit (APTC)

Agent Training Role

Commonwealth
Offerings for Learning
& Training (COLT)

kynect

State-Based Marketplace
(SBM)

Definition

A tax credit Individuals can take in advance to lower their
monthly health insurance payment (or “premium”). The advanced
payment is reconciled on the year’s tax return.

Based on the payment assistance the Individual qualifies for,
their tax credit may change.

This is also referred to as “Payment Assistance”.

A role assigned to Agents in the KYID that grants them access
to training and QHP enroliment.

The Commonwealth of Kentucky's Learning Management
System (LMS) where kynectors and Agents complete training.

A Commonwealth of Kentucky website where individuals apply
for benefit programs and resources including: Medicaid, Qualified
Health Plan (QHP), Advance Premium Tax Credit (APTC),
Kentucky Children's Health Insurance Program (KCHIP),
Kentucky Integrated Health Insurance Premium Payment (KI-
HIPP) Program, Supplemental Nutrition Assistance Program
(SNAP), Kentucky Transitional Assistance Program (KTAP), and
Child Care Assistance Program (CCAP).

There are three systems that make up kynect:
e kynect benefits
e Kkynect resources
e kynect health coverage

State-owned marketplace through which consumers and small
businesses can obtain health and/or dental insurance coverage.
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Kentucky Children's A program that provides health coverage to children facing
Health Insurance barriers such as high cost and lack of access to coverage. This
Program (KCHIP) applies to children under the age of 19.

Formerly known as the Kentucky Online Gateway (KOG). A
KYID website, KYID.ky.gov, that Agents visit to access the Agent
Portal.

A federal and state program that provides health coverage
Medicaid to low-income adults, pregnant women, children, and
individuals with disabilities.

An insurance plan certified by the State-Based Marketplace
that provides essential health benefits, follows established
limits on cost-sharing (like deductibles, copayments, and out-
of-pocket maximum amounts), and meets other requirements
under the Affordable Care Act.

Qualified Health Plan
(QHP)

: Please note: For an extended version of this glossary, go to the KHBE Glossary for
| Agents and kynectors on KHBE.ky.gov.
I
I

For more information on the benefit programs mentioned above, go to kynect.ky.gov.



https://ssointernal.chfs.ky.gov/adfs/ls/?wa=wsignin1.0&wtrealm=https%3A%2F%2Fkog.chfs.ky.gov%2Fhome%2F&wctx=rm%3D0%26id%3Dpassive%26ru%3D%252Fhome%252F&wct=2021-02-08T16%3A20%3A12Z
https://khbe.ky.gov/Agents-kynectors/Documents/Vocabulary-Terms-and-Acronyms.pdf
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https://kynect.ky.gov/s/?language=en_US
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3 Creating a New KYID Account for Agents

To access the Agent training on COLT, Agents must create a KYID account. Follow the
steps below to create a KYID account.

I
| Please note: Individuals who already have a KYID account should NOT create a new
: account and should use their existing KYID account to access the trainings in COLT. If
| an Agent already has a KYID account, skip to Section 6 of this document.

_____________________________________________ .
: Please note: When creating a KYID account, Agents must enter their own information :
| and create the account on behalf of themselves. For example, an Agent’s assistant may |
!_ not create a KYID account for them. |
: Please note: Agents must use their full legal first and last name matching their Insurance :
| License when creating a KYID account. Do NOT use an assistant’s name or a nickname |
L when creating a KYID account. |

3.1 Steps to Create a New Agent KYID Account

1. Navigate to the KHBE Insurance Agents page.
2. Select Let’s Get Started button.

v GetlocalHelp  Help&FAQs

.
| Let's Get Started

Agents Overview

Insurance agents play an important role in kynect. As licensed expert professionals in the
field of insurance, agents can recommend plans and enroll individuals, as well as business
owners and their employees. For insurance agents, working with kynect will be business as
usual. To be an insurance agent selling policies on kynect, you must currently be licensed
and in good standing with the Department of Insurance (DOI). kynect will also require you to
take certain trainings in order to be registered.
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3. Select Create New Account.

KYID Help Center English (English) ~ | signin
All your g _
o ° Signin
qppllcatlons’ one * Indicates a required field.
secure place.

Through KYID, you can access all your Kentucky sample@amat.eamn

applications—simply and securely.

( Create Account )

Forgot email ‘

4. Select Get Started on the KYID homepage.

[0 Iconsent to the System Notice

KYID Help Center English (English) ~ | signin

X Dismiss

(D Multiple KYID accounts are not allowed. If you have an KYID account, use it to sign in. Sign in now
Not sure if you have an account? Forgot email

Create your KYID account

@ You'll need a KYID account to access .

Getstarted -

: Please note: The Create your KYID Account screen displays when you initiate the

| account creation process from the KYID home page. You may select the Sign in now link
: if you already have an account on the KYID portal. Select the Forgot email link in case

| you are not sure whether you already have an existing KYID account.
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The Enter your account email is the first step of the account creation process.
Enter your preferred email address in the Primary email* field.

Enter the same email id in the Confirm primary email* field.

Select Next to proceed.

X Exit create an account Create an Account

Steplof 5

Enter your account email

Your email will serve as your username for your
KYID account.

* Indicates a required field.

Primary email*

jordan.smith@mailinator.com

Confirm primary email*

[jordcn.smith@moilinctor.com

< Back

The Verify your email popup displays. As the next step in the account creation process, you
must verify your email. A six-digit verification code is sent to your registered email address.

8.

10.

11.

Enter the six-digit code in the Enter verification code* field. Note that the code
expires after 10 minutes.

After entering the code, select Verify to proceed. Upon successful verification, a
success message is displayed.

Select the Resend verification code link to receive a new code in case the code
expires after 10 minutes, or you have not received it.

Select the Use a different email link in case you wish to use a different email
address to create your KYID account.



Six-digit verification code was sent to jordan.smith@mailinator.com. Enter
the verification code provided to verify your email.

Verify your email

* Indicates a required field

Enter verification code*

2000

s)(e)

Code expires in 08:49 minutes
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Resend verification code |

Use a different email

The Provide your mobile number is the next step of the account creation process. You may
select the Skip this step link on this screen, however, if you skip this step, then you must
provide an alternate email as a mandatory step on the next screen. The mobile number or
alternative email will be used for Multifactor Authentication (MFA) and/or for account

recovery.

12. Select the Country code drop-down arrow and select the applicable country code

from the menu.

P

KYID >

X Exit create an account

Cre

ate an Account

Step3of5

Help Center

Provide your mobile number

jordan.smith@mailinator.com

Providing your mobile number adds an extra layer
of security to your account. It allows us to help you
to regain access if you lose access to your email or

password.

Country code

(+1) United States

Mobile number

English (English) v | signin




13.
14.
15.

16.
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Enter your mobile number in the Mobile number field.
Re-enter the same mobile number in the Confirm mobile number field.

To verify your mobile number, select one of the following options to receive the
verification code on your selected mobile number:

e Text message: Receive a code via SMS.
e Voice call: Receive a code through a phone call.

Select Next to proceed.

Country code

(+1) United States v

Mobile number

(859) 555-1234

Confirm mobile number

(859) 555-1234

How would you like to receive the verification code?

Text Message (V]

D You will receive a passcode via text
message to your phone

Voice call

{c You will receive a passcode via voice call
to your phone

By providing your mobile phone number you are consenting
to receive messages (Standard data rates may apply).

Skip this step

10
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The Verify your mobile number popup displays. As the next step in the account creation
process, you must verify your mobile number. A six-digit verification code is sent to the
mobile number you provided.

17. Enter the six-digit code in the Enter verification code* field. Note that the code
expires after 5 minutes. You must enter the code before it expires.

18. After entering the code, select Verify to proceed. Upon successful verification, a
success message appears.
If you need a new code sent to your mobile device:

e Select the text message link to receive a new code via text message in case
the code expires, or you have not received it.

e Select the voice call link in case you prefer to receive the code via a voice
call.

Verify your mobile number

Six-digit verification code was sent to +1 (859) 555-1234. Enter the
verification code provided to verify your mobile number.

* Indicates a required field

Enter verification code*

327 4\8}\5\]

Code expires in 04:31 minutes

Resend verification code by!text messaqelor'voice culll

{ Back

: Please note: The retry limit is three (3), for resending verification code through text :
| message or voice call; that includes one primary and two retries. If you provide an |
: incorrect verification code for the third time, an error message will be displayed. :
| I

You may select the Back link to go back to the previous screen.

11
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The Add an additional account recovery method is the next step in the account creation
process. This step is optional if you have already provided your phone number. However, if
you skipped the step to enter your phone number earlier, this step becomes mandatory.
Confirm that your Primary email is displayed correctly on this screen.

19. Enter your alternate email address in the Alternate email* field.

20. Re-enter the alternate email address in the Confirm Alternate email* field and
confirm it matches the one entered above.

21. Select Next to proceed.

X Exit create an account Create an Account
Step4of5

Add an additional account recovery method

jordan.smith@mailinator.com

We recommend that you add an additional
account recovery method.

Primary email
jordan.smith@mailinator.com

Alternate email* ()

jordan.smith12@mailinator.com

Confirm alternate email*

jordan.smithi2@mailinator.com

< Back Next

Please refer to the Manage MFA User Guide for detailed instructions on setting up the
L available MFA options.

Please note: Other mandatory MFA options may be prompted based on your user role. :
I
I

12
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22. The Verify your email popup displays. Enter the code sent to the alternate email,
in the Enter verification code* field, and then select Verify.

Verify your email

six-digit verification code was sent to jordan.smith12@mailinator.com. Enter
the verification code provided to verify your email.

* Indicates a required field

Enter verification code*

[s]o)(e)(5](e) o]

Code expires in 09:22 minutes

Resend verification code | Use a different email

The Enter your personal information is the next step of the account creation process. This
step enables you to add or update your personal information details like basic information,
home details, and contact information.

23. Under the Basic information section, enter relevant data in the following fields.

Basic information

Please ensure that you have entered the following information correctly to ensure o
Seomiess and secure process.

* Fulllegal name

* Gender

* Date of birth

+ Current home address

You have higher chances of successfully completing the identity verification if you
provide social security number.

*Indicates o required fiold
Legal first name* Legal middie name
Legal last name* Suffix
Gender Date of birth* ©
o

Social y (SSN) / Indi
Taxpayer identification Number (ITIN)

®

13
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O 1dont have a home address
Address 1 Address 2
city* State®
Kentucky
Zip/postal code* Zip/postal code extension
Country* County
United States - -

Identity verification is limited to US oddresses and US territories only.

< e

Please note: If the system is unable to confirm your address with the USPS, you will :
encounter a pop-up alerting you to check that you entered your address correctly. I

14
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The Create a password is the final step of the account creation process. Review the
password requirements which meet the specified policy rules, which are indicated at the top of
the form.

24. Enter your desired password in the Password* field ensuring it meets the strength
requirements.

25. Re-enter the password in the Confirm password* field. If the passwords do not
match, then the Create Account button will remain disabled.

26. Select Create account to finalize the account setup.

Passwords must meet the following:
Have at least 8 characters
Should not contain the first name or last name
Have at least one lowercase letter
Have at least one uppercase letter
Have at least one numeric digit

Should contain special characters

* Indicates a required field.

Primary email

jordan.smith@mailinator.com

Password*

............. (o)

Very Strong

[ ............. ‘ ® ]
=

. must have at least 8 characters,
. should not contain the first name or last name,

. must have at least one lowercase letter,

+ must have at least one numeric digit, and
» should contain special characters.

If all the above criteria for a strong password are met, then the Create Account button will
be enabled.

|
I
|
I
I
|
|
: * must have at least one uppercase letter,
I
I
|
|
I
|

15
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A confirmation message is displayed stating that your KYID account has been created. To
complete your registration, sign-in to the KYID portal with the new credentials. The email ID is
auto populated in the Email* field.

27. Select the | consent to the System Notice checkbox.

28. Select Next to proceed.
KVID: Help Center English (English) v

Your KYID account has
been created!

sign in to complete your access enroliment for

(e]

Signin

Email*

jordan.smith@mailinator.com

While creating your KYID account, if the email provided as the primary email address is
already registered on the KYID portal, then the Email Already Exists popup displays.

29. Select Sign in to log in with your already registered email.

0]
Email Already Exists

The email already exists in the system.
Select 'Sign-In’ to login with already registered email.

Select ‘Forgot password!, if you have forgotten your account
password.

Forgotpassword | Use adifferent email

process, in case you have forgotten the password, or you may select the Use a different

Please note: You may select the Forgot password link to initiate the password recovery :
I
L email link in case you prefer to use a different email address to sign in. |

16
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30. Enter your registered email address in the Email* field.
31. Select the | consent to the System Notice checkbox.

32. Select Next to proceed.

Sign in to KYID Portal

* Indicates a required field

Email*

| O Iconsent to the System Notice

C Create account )

Please note: Once you have entered the email address and have selected the consent
notice checkbox, then the Next button will be enabled.

You may select Create account button to create a new account, or you may select the
Forgot email link to recover your account.

17
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3.2 User Verification — Identity Proofing

KYID uses Remote Identity Proofing (RIDP) to verify the user’s identity. This is a one-time
effort. If a user is requesting electronic access to protected information or systems, the user
must be identity proofed to gain access. KYID uses the Experian identity verification system to
remotely perform identity proofing.

KYID uses this personal information only to verify the user’s identity. Experian verifies the
information provided against their records and may present the user with questions based on
their credit profile. KYID does not store this information. This type of inquiry, a soft inquiry,
does not affect your credit score.

1. Select Knowledge based questions option on the Select an option below to verify
screen, and then select Next.

== n official website of the Communwealth of Kentucky. How vou know? ¥ u

P
KYID My dashboard App library Help Center english (English) ~ | (&) Jordan Smith

steplof3

Select an option below to verify

Remote identify verification
Warify user identity using one of the following mathads.

Kknowledge based questions []
| This method uses user's personal information questions to
confirm user's identity

< Back

2. Read the instructions on the What to expect popup, then select Next.

Identity Verification
What to expect

To complete this request, it is important to note that we leverage a trusted
and reliable agent that needs to collect details about you.

Please ensure that you have entered the following information correctly to
ensure a seamless and secure process.

* Full legal name
+ Gender
+ Date-of-birth
s Current home address
* Your personal primary phone number
+ Your personal e-mail address

You have higher chances of successfully completing the identity
verification if you provide social security number.

Identity verification is limited to US addresses and US territories only. If you
have a foreign address please call your [@help desk name] to further

assistance.

18
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3. Provide and review answers to each required question marked with an asterisk (*).
Select Next.

Basic information

Please ensure that you have entered the following information correctly to ensure o
seomless and secure process.

* Full legal name

* Gender

* Date of birth

* Current home address

You have higher chances of successfully completing the identity verification if you
provide social security number.

*Incicatos a roquirod fiokd

Legal first nome* Legal middie name
Legal last name* Suffix
Gender Date of birth* ©
v o]

Social Security Number (SSN) / Individual
Taxpayer Identification Number (ITIN)

®

19
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Home address

I don't have a home address

Address 1 Address 2
City* State*
Louisville Kentucky -
Zip/postal code Zip/postal code extension
County Country
Contact
Primary email® Mobile Number

By checking this box, | certify that | understand that, in requesting these services, my identity
may be verified through other sources. Any information collected by the Cabinet for Health and
Family Services (CHFS) may be used to verify my identity in occordance with 15 US.C. § 1681b(a)
(3)(D). 1 understand that my information will be used solely to verify my identity and to prevent
fraudulent transactions in connection with my request te create an account to access public
services or benefits.

To prevent fraud and verify my identity or my wireless device, | authorize my wireless carrier to
use or disclose information about my account and wireless device, if available, to CHFS or its
service provider for the duration of my business relationship. See the CHFS Privacy Policy for
details on how your data is treated.

D I have read, understand, and agree to the above terms and conditions |

£ Back | Next |

20

Please note: If the system is unable to confirm your address with the USPS, you will
encounter a pop-up alerting you to check that you entered your address correctly.
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4. Experian verified the information provided and may present the user with questions
based on their credit profile. Provide answers to each question. Select Next.

e
3 . 5 .
KYID > My dashboard App library Help Center english (English) ~ | () Jordan smith
L=

Step3of3

Answer a few questions

Your it ion will be used for
purposes only.

What madel car do you drive?
QO Ford

O chewy

QO Heonda

O Toyota

() None of the above
What is the year of your vehicle?
@ 2008

QO 2005

O 2008

QO 203

O nNone of the obove

what s the name of the city whero you provicusly
ved?

@ Richmond
O Little Rock
O spokane
QO seattle

(O None ot the above

sk

: Please note: If the user does not have a credit history or Experian cannot perform

| identity proofing online, the user will be given a reference number and will need to call
| the Experian Help Desk. Please call the Experian Help Desk at 1-866-578-5409 and

: provide the reference number.

21
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3.3 Kentucky Organ Donor Registration

When the user first logs into KYID, they will be prompted to register as an organ donor. To
register as an organ donor, select Yes, Register Now and follow the prompts. If the user
selects Remind Me Later, the system redirects to the KYID Dashboard.

K

Before we can get you to the right place

To access this app, you'l need to complete the following:

KYID Self Service Portal

Optional items for completion

These items will be available for completion once the mandatory items have been completed

QOrgan Donoer Registration
Register as an organ donor

Start

Skip, and go to my application

If the user selects Yes, | would like to register as an organ donor the system navigates to
the Organ Donor Registration screen where the user verifies their personal information. To
complete registration, select the check box | have read, understand, and agree to the
above terms and conditions and then select Register. The system redirects the user to the
KYID Dashboard.

If at any point the user chooses to skip the organ donor registration process, select Cancel to
navigate to the KYID Dashboard. You may register to be an Organ Donor at a later time.

22
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Register as an organ donar

Organ donor registration

With the passing of KY SB77 and in partnership with Donate Life Kentucky, the Kentucky
Online Gateway has created the below form for Kentuckians to join the Kentucky Organ
Donor Registry. If you'd like to join the KYDR, please fill out the required fields below, select
the consent checkbox, and click the "Register” button. For more information on what it

means to be an organ donor https://donatelifeky.org/why-donate/

Basic information

* Indicates a required field.

The following information reflects your personal profile as maintained in our system. Any
changes made below will be reflected in your personal profile once verification is

successful
Legal first name* Legal middle name

John S
Legal last name* Suffix

Smith -
Gender* Date of birth* (@)

Male - August, 14,1891 (o)
Social security number

®
Address 1* Address 2
City* State*
Kentucky v
Zip code* Zip extension
County*
~

Drivers License or State ID*
Contact
Primary email* Mabile Number*

RMcClellan24@yopmail.com

By checking this box, | certify that | understand that, in requesting these services, my
identity may be verified through other sources. Any information collected by the Cabinet
for Health and Family Services (CHFS) may be used to verify my identity in accordance
with 15 U.S.C. § 1681b(a)(3)(D). | understand that my information will be used solely to
verify my identity and to prevent fraudulent transactions in connection with my request
to create an account to access public services or benefits.

To prevent fraud and verify my identity or my wireless device, | authorize my wireless
carrier to use or disclose information about my account and wireless device, if available,
to CHFS or its service provider for the duration of my business relationship. See the CHFS
Privacy Policy for details on how your data is treated.

I have read, understand, and agree to the above terms and conditions

Cancel Register

23
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4 Agents who Already Have KYID Accounts

Individuals who already have a KYID account should NOT create a new account and
should use their existing KYID account to access the trainings in COLT. The high-level
process an Agent with an existing KYID account must complete is as follows:

Obtaining COLT DHPO Training (Agent Training) Tile in KYID - Navigate to
the kynect Insurance Agents page, select Let’s Get Started, and log into your
existing KYID account. Enter Agent information, navigate to the KYID homepage,
and select Launch next to COLT DHPO Training tile in KYID.

Accessing COLT and Completing Trainings - After signing into the COLT LMS,
Agents will see their Dashboard display. Agents can select a course from the Your
Enrolled Training section to begin training or enroll in additional courses through
the DHPO Training Catalog section. Utilize the Search Bar to search for
applicable training courses and content if needed.

Accessing Agent Portal - After the Agent completes the State-Based
Marketplace Training on COLT and passes the assessment, they may access the
Agent Portal from the KYID homepage.

4.1 Obtaining COLT DHPO Training (Agent Training) Tile In KYID

1. Navigate to the kynect Insurance Agents page and select Let’s Get Started.

2. Log into existing KYID account.

3. At this point, some users may be prompted to verify their identities. In this case,
the Agent must provide answers to each required question to complete the Remote
Identity Proofing (RIDP) process.

4. Enter in Agent ID. Enter any remaining details that are available and make sure all
information is accurately entered on the Access Request screen. Then, select
Next.

e Your Agent ID is your Kentucky DOI number.
* Do not enter your National Producer Number (NPN).

* If you are unsure of your DOI number you may search for it here.

24
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My dashboord app library Help Center English (English) ~ | (&) jehnwick «

Before we get you to the right place
To access this app, youll need to complete the following:

DEV5 KHBE Self Service Portal =~ agent

You are required to complete the following 1 items

DO Agent Credential
DOl Certilication/Resertification

O Cancel Enroliment

Kv“j A My dashboard app library Help Center English (English) ~ | (2) Johnwick ~

Steplofl

DOI Agent Credential

Enter Agent ID *
Enter Date of Birth:

Enter Last 4 digits of SSM:

¢ Back Submit

5. Now, the Agent is prompted to set-up their multi-factor authentication (MFA).
Follow the instructions in Section 5 of this document to complete this process.

6. After completing the MFA setup steps in Section 5.1 of this document, navigate to
the KYID Homepage.

7. Log into KYID using Agent KYID credentials.
8. Navigate to the COLT DHPO Training tile and select Launch.

25
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Welcome to your KYID dashboard

To-do list (2)

4.2 Accessing COLT and Completing Trainings

Agents must complete the State-Based Marketplace (SBM) Certification/Registration Training
through COLT. Agents should follow the steps below to complete the SBM

Certification/Registration Training annually.
1. Navigate to the KYID home screen.
2. Log into KYID using KYID credentials.

(@) Wolcoma ta K¥ID

Yau are now using aur newly launched platform, We've radasignad e infrocuse new features.

M this is your first time using the platform, ither closo AL y the "Reset Session” link at the bottom of the screen.

All your
applications, one
secure place.

Thrau yaur Kentuck;
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3. Navigate to the COLT DHPO Training tile from the KYID dashboard.

4. Select Launch.

To-do list (2)

My apps (1)

Sesr<h my oppr

COLT PO Training

Welcome to your KYID dashboard

5. On the COLT LMS Sign In screen, select KYID Single Sign-On to navigate to your

COLT LMS Dashboard.

TEAM s
KENTUCKY.

Commonwealth Offerings for Learning & Training

ENGLISH ~

27



Agent Welcome Packet

After signing into the COLT LMS, Agents will see their Dashboard display. Agents can select
a course from the Your Enrolled Training section to begin training or enroll in additional
courses through the DHPO Training Catalog section. Utilize the Search Bar to search for
applicable training courses and content if needed.

6. Under the Your Enrolled Training section, select the applicable Course then select
Start Learning Now to begin training.

7. After completing all lessons of the required training, take the corresponding
Assessment.

= et o) I AR

Division of Health Plan Oversight - Dashboard

Welcome to DHPO Training

Learning Dashboard

Please note: Agents are allowed 3 attempts to complete the assessment and must '
obtain a passing score of 80% or greater. |
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5 Multi-Factor Authentication

Multi-Factor Authentication (MFA) is an authentication method that requires Agents to provide
two or more verification factors to gain access to COLT and kynect. Users may be presented
with different security methods to complete MFA. Available MFA options include:

e ForgeRock
e Microsoft
e Google
e Symantec VIP
¢ Mobile phone
5.1 Set up MFA: Via Authentication Applications

When logging into KYID for the first time, if the email address and password entered on the
KYID login screen are correct, users will be asked to set up their multi-factor authentication.
You have the option of choosing between:

Follow the steps below to setup one of the available authenticator applications.
1. Select the Authentication Application checkbox.

2. Select Next to proceed.

X Exit setup MFA

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

* Indicates a required field

2s: Authenticator application

Download and set up an application on your device to
authenticate at sign in

E Mobile phone
Receive a verification code delivered to your mobile phone to
authenticate at sign in

o (-
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On the Would you like to enroll for another method? screen, you will see four
authentication applications available for selection. To continue, choose one of these
applications. If you prefer not to enroll in an additional MFA method, you can select the Skip
this step link. Selecting this option will close the MFA setup window and redirect you to the
Login & Security screen.

Exit set up MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

®B e *

ForgeRock Microsoft Google
A A

Symantec VIP

{ Back Next

I I
| Please note: You can only have one push notification method and one one-time password |
| (OTP) method configured at a time. For instance, if you have set up ForgeRock Push I
: Notifications, you cannot enable Google Push Notifications simultaneously. Similarly, if :
I
I
I

a different MFA method, first remove the existing method from the Account Recovery and |
MFA section, then select and add your preferred application. |

Prerequisites: Before you begin, confirm you have access to your primary email, and a
mobile device with one of the following authenticator apps installed:

e Symantec VIP

ForgeRock

Google Authenticator

Microsoft Authenticator
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5.1.1 ForgeRock Authenticator Application

The ForgeRock Authentication app enhances your KYID account security by generating
one-time passcodes or sending push notifications to your device. During the MFA setup
process, you can configure the app to authenticate using either push notifications or time-
based codes. Once registered through the KYID portal, ForgeRock Authentication will be
available as an authentication method. When signing in, you may be prompted to verify your
identity using a push notification or a code generated by the ForgeRock app.

1. Select ForgeRock Authenticator on the Would you like to enroll for another
method? screen.

2. Select Next to proceed.

X Exitsetup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

¥ 9
ForgeRock Microsoft Google
Authenticator Authenticator Authenticator Symantec VIP
- S

Skip this step

(® What is multi-factor authentication?

On the Select how to authenticate screen, two checkboxes are available Push notification
checkbox or the One time verification code. Push notification checkbox can be selected to
receive a notification on the mobile device with the options Allow or Deny. You can select
Allow on your mobile device and proceed with the authentication or you can select Deny if
you do not wish to proceed with this authentication method. One time verification code
checkbox can be selected to receive a verification code that is generated in the app on your
registered device.
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2.1. Push notification option:
a. Select Push notification checkbox.

b. Select Next.

X Exit setup MFA

Select how to authenticate

Push notification

1
C Tap "Allow” or "Deny” in the software on your registered ]
device at signin

One time verification code
" Enter a verification code that is generated in the app on your
registered device at sign in

£ Back Next

a. Follow the instructions displayed on the Set up your ForgeRock
Authenticator App screen to download the ForgeRock application on
your device. Scan the QR code displayed on the screen. Do not scan
the QR code in this document

b. Once the scan is successful, the Next button with be enabled. Select the
Next button to continue.
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Set up your ForgeRock
Authenticator app

@ Download the ForgeRock Authenticator
application from the iOS App Store or Google Play
onto your device.

© Open the ForgeRock Authenticator application on
your device and tap the plus icon,

© Point the camera at the QR code to scan.

I'm on @ mobile device

Next

| Please note: If you are performing the authentication steps on a device, then you may |

| select the ’'m on a mobile device link that is displayed above the QR code. Selecting the

| link will directly open the respective authenticator application.

On the Respond to your push notification screen, the system displays a loading screen,
waiting for you to respond to the notification sent on your mobile app. Select Allow on the

mobile device to proceed.

X Exit set up MFA

Respond to your push notification

The push notification has been sent to your app. Please respond.

C Resend push notification

< Back
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Please note: In case you do not select any response on your mobile phone, then Resend |
push notification link will be enabled. You can select this link to resend the notification or |
Iselect the Back link to go to the previous screen to change the authentication method. }

e e e e . —— — — — — — — — — — — — — — e e

2.2.  One time verification code option:
a. Select Push notification checkbox.

b. Select Next.

X Exit setup MFA

Select how to authenticate

Push notification

1
.C_ Tap "Allow” or "Deny” in the software on your registered device
at signin

One time verification code
%" Enter a verification code that is generated in the app ]
on your registered device at signin

¢ ek

c. Follow the instructions displayed on the Set up your ForgeRock
Authenticator App screen to download the ForgeRock application on
your device. Scan the QR code displayed on the screen.

d. Once the scan is successful, the Next button with be enabled. Select the
Next button to continue. Do not scan the QR code in this document.
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Set up your ForgeRock
Authenticator app

o Download the ForgeRock Authenticator
application from the iOS App Store or Google Play
onto your device.

© Open the ForgeRock Authenticator application on
your device and tap the plus icon.

o Point the camera at the QR code to scan

I'm on a mobile device

< Back

" Please note: If you are performing the authentication steps on a device, then you may I
| select the I’'m on a mobile device link that is displayed above the QR code. Selecting the |
| link will directly open the respective authenticator application. |

e. Enter the six digit code sent to the device in the Enter verification code*

f.

field.

Select Verify.

Enter your verification code

Enter the six-digit verification code displayed on your app.

* Indicates a required field

Enter verification code*

gaanan

-
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5.1.2 Microsoft Authenticator Application

The Microsoft Authenticator app provides secure account access by generating time-based

code or sending push notifications to your device. By following the steps below, you can set
up the app by scanning a QR code and completing verification with either a push notification
or a code during the MFA configuration process.

1. Select Microsoft Authenticator app on the Would you like to enroll for another
method? screen.

2. Select Next to proceed.

X Exitsetup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

7

@ | & * &

ForgeRock Microsoft Google
A i i A i viP

- (-

Skip this step

@ What is multi-factor authentication?

3. Follow the instructions displayed on the Set up your Microsoft Authenticator App
screen to download the Microsoft application on your device. After the app is installed and
ready, scan the QR code displayed on the Set up your Microsoft Authenticator app
screen with the help of your mobile device. Do not scan the QR code in this document.

4. Once the scan is successful, the Next button with be enabled. Select the Next button to
continue.
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Set up your Microsoft Authenticator

app

(2]

o Download the Microsoft Authenticator application
from the iOS App Store ar Google Play onto your
device

€ Open the Microsoft Authenticator application on
your device and tap the plus icon.

o Point the camera at the QR eode to scan. If you
are on a mobile device, click on "I'm on a mobile

device" link.

@ Once the account has been setup on your device,
click "Next” to continue.

m on a mobile device

Please note: If you are performing the authentication steps on a device, then you may select
|the I’m on a mobile device link that is displayed above the QR code. Selecting the link will |
dlrectly open the respective authenticator application.

5.

6.

In the Enter the verification code* field enter the code displayed on the authenticator

app on your mobile device.

Select Verify to proceed.

X Exit set up MFA

Enter your verification code

oy

4

Enter the six-digit verification code displayed on your app.

es a required field.

Enter verification code*

[e](s)e)(e))7]

{ Back
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5.1.3 Google Authenticator Application

The Google Authenticator app secures your account by generating time-based, one-time
passcodes on your device. By following the steps below, you can set up the app by scanning
a QR code or entering the code displayed during the MFA configuration process.

1. Select Google Authenticator app on the Would you like to enroll for another
method? screen.

2. Select Next to proceed.

X Exit setup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

¥ o
9 A v
ForgeRock Microsoft Google
Authenticator Authenticator Authenticator Symantec VIP
< ek
Skip this step

(® What is multi-factor authentication?
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3. Follow the instructions displayed on the Set up your Google Authenticator App
screen to download the Google application on your device. After the app is installed
and ready, scan the QR code displayed on the Set up your Google Authenticator
app screen with the help of your mobile device.

4. Once the scan is successful, the Next button with be enabled. Select the Next
button to continue.

Set up your Google Authenticator
app

*

o Download the Google Authenticator application
from the iOS App Store or Google Play onto your
device.

o Open the Google Authenticator application on
your device and tap the plus icon.

© Pointthe camera at the QR code to scan. If you
are on a mobile device, click on “I'm on a mobile
device” link.

Once the account has been setup on your device,
click "Next” to continue.

I'm on a mobile device

{ Back

IPlease note: If you are performing the authentication steps on a device, then you may select|

the I’'m on a mobile device link that is displayed above the QR code. Selecting the link will
directly open the respective authenticator application. |
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5. In the Enter the verification code* field enter the code displayed on the
authenticator app on your mobile device.

6. Select Verify to proceed.

Enter your verification code

*

Enter the six-digit verification code displayed on your app.

dicates a required field

Enter verification code*

1)(s](s][4](6](5]
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5.1.4 Symantec VIP Application

The Symantec VIP authentication app enhances account security by generating unique, time-
based security codes on your device. By following the steps below, you can set up the app by
registering your device’s Credential ID and entering two consecutive codes from the app
during the MFA configuration process.

1. Select Symantec VIP on the Select an authenticator application screen.

2. Select Next.

X Exitsetup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

¥ L
9 A v
ForgeRock Microsoft Google
Authenticator Authenticator Authenticator Symantec VIP
< Back Next
Skip this step

(® What is multi-factor authentication?

I

IPlease note: If you have not yet installed the VIP Access app onto your machine or device,
|then you must download and install it by visiting the Symantec website at

https /Ivip.symantec.com/ for the desktop version, the App Store for iPhone and iPad
|deV|ces or the Google Play for Android devices.
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Open the Symantec VIP app and locate your unique Credential ID and the

Security Code.

= VIP Access

Credential ID

1
VSST79298592 (.r

-

Security Code ~ ©28] |

355474 ¢
(O fy

Enter the Credential ID, which is displayed in the VIP Access app, in the Enter
credential ID field on the Setup your Symantec VIP app screen in KYID.

Generate two consecutive security codes in the VIP Access app. Enter the first
security code in the Security Code 1 field.

Wait for the code to refresh, then enter the second security code in the Security

Code 2 field.

Select Next to submit the codes.

Setup your Symantec VIP app

v

@ Download and install the Symantec VIP Access
app on your mobile device from the App Store or
Google Play, or on your desktop from the
Symantec VIP website.

€ Open the VIP Access app and follow the on-
screen prompts to complete the initial setup.

o When prompted, enter the security code and two
consecutive codes generated by your VIP Access
app to complete registration

Enter credential ID

Security code 1

Security code 2

< Back Next
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Iexpires before you select the Enroll button, enrollment will fail. You must then return to the

IPlease note: The Security Code refreshes every thirty (30) seconds. If the second code :
I
\VIP Access application to receive two new valid Security Codes. |

5.1.5 Install Symantec VIP Access Token

If users decide to use Symantec VIP Access Token to access KLOCS and does not have
Symantec VIP on their machine or device, users should follow the steps below.

Please note: Users who previously used Symantec VIP to complete MFA will need to re-
enroll into Symantec VIP as a one-time activity to continue using this MFA security method.
However, users DO NOT need to re-install the app.

1. Go to https://idprotect.vip.symantec.com/mainmenu.v and select Download.

IPlease note: The software is available for desktop and mobile. Please download the
required type. To download for a desktop, use the link above and follow the steps below. To
idownload for mobile, download the app from the app store or Google Play on your mobile
|deV|Ce

‘/Symantec. VIP

Secure Authentication

SYMC81874897

Anywhere

Your key to one swipe two-step authentication.

645943

IPlease note: In some instances, a System Administrator from your Agency may be required |
to download this software on your behalf.
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2. To download the Symantec VIP token, choose of the options:

e To download for Windows-based machine, select Windows.

e To download for Mac, select Mac.

Choose your options

VIP Access for Mobile

’

3. Select Run to set up VIP Access.

Choose your options

VIP Access for Mobile

VIP Access for Computer

’

Mac Windows
Muc 03X 1012 orhigher Windonws" 7 5P Windowr® 5,81
2010 (naive desioep made caly)

VIP Access for Computer

s

Mac Windows
Mac OS X 10.12 or higher Windows* 7 SP1, Windows® 8, §.1
and 10 (rative desktop mode only)

Do you want to run or save VIPAccessSetup.exe (12.1 MB) from s3-us-east-2.amazonaws.com?

@ This type of file could harm your computer.

Run Save |V Cancel
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Welcome to the VIP Access Setup Wizard

Use this wizard to install Validation and ID Protection Service (VIP)
Access.

Symantec.

WARNING: This computer program is protected by copyright law

VIP Access for Computer

’

Mac Windows
fac 08 X 10.12 or hgher Windows® 7 SP1, Windows* 8, 8.1
and 10 (eative desltop mode only)

and international treaties. Unauthorized duplication or distribution off

this program, or any portion of it, may result in severe divil or
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

5. Check | accept the terms in the license agreement (if the terms are accepted) and

select Next.

#

License Agreement

1D Pratection
Review the license agreement before instaling VIP Access.,

Protection Services (“Services”). “Licensed Software” means the
Symantec software program, in object code form, accompanying this
License Agreement, including any associated program documentation
included in, or provided for use with, such software.

License Restrictions and Obligations. You may not, without

Symantec’s prior written consent, conduct, cause or permit the: (i)

use, copying, modification, rental, lease, sublease, sublicense, or
transfer of the Licensed Software except as expressly provided in this
License Agreement; (ii) creation of any derivative works based on the ,

(®)1 accept the terms in the license agreement
()1 do not accept the terms in the license agreement

InstallShield

T |
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6. Select Install Location and select Next.

1 VIP Access

Select Install Location Symantec.
Validation &
1D Protection

VIP Access for Computer
This wizard willinstall VIP Access in the location shown below.To install VIP Access in a different
location, select Browse.

Select Next to start the installation process.

~— Folder: 2

uJ C:\Program Files (x86)\Symantec\VIP Access Client\ * Browse... .

Mac Windows
Mac O3 X 10.12 or higher Windows™ 7 SP1, Windows™ 8, 8.1
and 10 (mative desktop mode only)

7. Select Install to begin the Installation.

#5 VIP Access X

Ready to Install the Program J Symantec.

Validation &
1D Protection

VIP Access for Computer
Select Install to begin the installation.

If you want to review or change any of your installation settings, select Back. Select Cancel
to exit the wizard.

i

Mac Windows
Mac OS X 10.12 or higher Windows* 7 SP1, Windows® 8, 8.1
2nd 10 (pative deskiop mode only)
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8. Select Finish. The VIP Access is installed successfully.

v

Symantec.

Choose your options

InstallShield Wizard Completed

VIP Access installed successfully.

Note: Go to Al Programs from the Start menu to launch VIP
Access.

VIP Access for Computer

@

Mac Windows
Mac 03 X 10.12 or higher Windows* 7 SP1, Windows* 8, 8.1
2nd 10 (native desktop mode ouly)

9. The user has successfully registered MFA on their computer. Select on the VIP

Access icon. In the bottom right on the screen, the VIP Access Credential ID, and
Security Code display.

o)

VIP Access

47
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5.2 Set up MFA: Mobile Number Authentication

When logging into KYID for the first time, if the email address and password entered on the
KYID login screen are correct, users will be asked to setup their multi-factor authentication.
Follow the steps below:

1. Select Mobile phone on the Select a multi-factor authentication (MFA) method
screen.

2. Select Next.

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

* Indicates a required field

¢ Authenticator application

Download and set up an application on your device to
authenticate at sign in

Receive a verification code delivered to your mobile
phone to authenticate at sign in

- o

E Mobile phone ()
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Enter your mobile number in the Mobile number field.
Re-enter the same mobile number in the Confirm mobile number field.

To verify your mobile number, select one of the following options to receive the
verification code on your selected mobile number:

e Text message: Receive a code via SMS.
e Voice call: Receive a code through a phone call.

Select Next.

Country code

(+1) United States v

Mobile number

(859) 555-1234

Confirm mobile number

(859) 555-1234

How would you like to receive the verification code?

Text Message (V)

D You will receive a passcode via text
message to your phone

Voice call

{a You will receive a passcode via voice call
to your phone

By providing your mobile phone number you are consenting
to receive messages (Standard data rates may apply).

Skip this step

< BGCk
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. Enter the six-digit code in the Enter verification code* field. Note that the code
expires after five minutes. You must enter the code before it expires.

. After entering the code, select Verify to proceed. Upon successful verification, a
success message appears. If you need a new code sent to your mobile device:

a. Select the text message link to receive a new code via text message in case
the code expires or you have not received it.

b. Select the voice call link in case you prefer to receive the code via a voice
call.

Verify your mobile number

Six-digit verification code was sent to +1 (859) 555-1234. Enter the
verification code provided to verify your mobile number.

* Indicates a required field.

Enter verification code*

3/2]7 4|85

Code expires in 04:31 minutes

Resend verification code by|text messclqe|or|voice call|
L 1 L 1]

< Back
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5.3 Add/Remove MFA Security Methods

Resetting Multi-Factor Authentication (MFA) allows you to regain access to your account if
you lose your authentication device or need to reconfigure your security settings. By following
the steps below, you can securely reset your MFA and set up a new authentication method.

1. Login into the KYID platform with the help of your existing credential details. On the
dashboard, select the Username drop down in the top right corner of the screen.

2. Select My account from the menu.

B= an official website of the of Kentucky. How you know? v

KYID My dashboard App library Help Center English (English) v |

Welcome to your KYID dashboard (&) Jordan Smith +

Manage your applications, review your to-do list, and more.

Sign out

To-do list (4)
The data presented below has been manually added to show the representation of this section. Once your to-dos begin to populate in the KYID system,
this placeholder data will be removed.

Task Application Name Due Date

Complete Profile Verification Identity Management Due by 8/20/2026 (1) 3 days past due
Submit Tax Documents Tax Portal Due by 8/18/2026 (1) 5 days past due
Renew Subscription Subscription Service Due by 8/25/2025

3.  Complete the MFA option you have set up on your account.

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

* Indicates a required field.

Authenticator application (]

Download and set up an application on your device to
authenticate at sign in

E Mobile phone
Receive a verification code delivered to your mobile phone to
authenticate at sign in

< Back m
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4. Select the Login & Security tile on the My account screen.

E= an official website of the of Kentucky. How you know? v

KYID My dashboard App library Help Center English (English) v | (&) Jordan $mith «

My dashboard > My account

My account

& R ©

Login & Security Personal Information Verified Pre-requisites
Manage your account Your personal detdails that View Pre-requisites that you
Settings, including verify your identity have completed

password & MFA methods

Help center

TEAM .xils
KENTUCKY.

Contact us

Privacy policy
©2025 Commonwealth of Kentucky. All rights reserved.

Terms of use

5. Scroll down to review the Account recovery and MFA tile on this screen.

6. Select the trash icon next to an MFA method you want to remove.

Account recovery and MFA @

The methods below are used to recover and/or authenticate your account. Methods labeled as Account recovery are
for account recovery purposes only, while those labeled as MFA are used for multi-factor authentication. Some
methods may be used for both account recovery and MFA.

p

( mFa ) ( AccountRecovery )

al

Alternate Email
B jordan.smith12@mailinator.com
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|Please note: The Account Recovery and MFA section displays the methods available for _i
Irecovering and authenticating your account. Methods labeled Account Recovery are used |
Isolely for account recovery, while those labeled MFA are used for multi-factor authentication. :
:Some methods may serve both purposes. |
I
I
I
I

I

IYou can add new methods or remove any methods labeled as MFA or Account Recovery,
lexcept for at least one Account Recovery method. It is mandatory to retain at least one
Imethod labeled Account Recovery to ensure you can recover your account if needed. |

7. Select Yes, remove method on the Are you sure you want to remove this MFA
method popup.

e

Are you sure you want to remove this
MFA method?

TOTP
MICROSOFT

Yes, remove method

No, go back
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8. When the selected MFA method is removed successfully, a message will be
displayed on the screen with the message: You have successfully removed an

MFA method.
B= An official website of the Commonwealth of Kentucky. How you know? v l
Kvlrm My dashboard App library Help Center English (English) v | (2) JordanSmith ~

My dashboard > My account Login & Security

Login & Security

@ MFA method(s) removed
You have successfully removed TOTP (MICROSOFT) X Dismiss

Login details

Primary email @ jordan.smith@yopmail.com Update >
..........
Password Update >

9. To set up a new MFA method, select the + Add method button and then follow the
steps in the Setting Up Your Authenticator Application section of this QRG.

Account recovery and MFA ® + Add method

The methods below are used to recover and/or authenticate your account. Methods labeled as Account recovery are
for account recovery purposes only, while those labeled as MFA are used for multi-factor authentication. Some
methods may be used for both account recovery and MFA.

MFA

PUSH
FORGEROCK

al
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10. The Select a multi-factor authentication (MFA) method screen appears.
Follow the same steps in the section 5.1 Set up MFA: Via Authentication
Application and/or 5.2 Set up MFA: Via Mobile Phone.

X Exitsetup MFA

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

* Indicates a required field.

22: Authenticator application

Download and set up an application on your device to
authenticate at sign in

E Mobile phone

Receive a verification code delivered to your mobile phone to
authenticate at sign in

& B m
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6 Login Instructions

Agents should proceed with the following steps to log into the system:

1. Navigate to https://kyid.ky.gov.

2. Enter the Email Address and select Next.

== an officiol website of the Commonwealth of Kentucky. How you know? v

KYID S Help Center English (English) v | Signin

Allyour [ . )

H H Signin
appllcatlons' one * Indicates a required field.
secure place. e

jordan.smith@mailinator.com

| consent to the System Notice |

Create Account
Next

Forgot email

Through KYID, you can access all your Kentucky
applications—simply and securely.

3. Enter the Password and select Sign In.

KYIDE Help Center English (English) ~ | Signin
All your . |
. . ignin
applications, one A
secure place.

existing. USEY@W’DPH’\GH com
Through KYID, you can access all your Kentucky
applications—simply and securely.

Create Account

Forgot Password

.........

E Please note: If any application within KYID requires Multi-Factor Authentication :
! (MFA), users are prompted to complete MFA when logging into KYID, rather than :
! when accessing the specific application. X

The system redirects the user to complete Multi-Factor Authentication through ForgeRock,
Microsoft, Google, Symantec VIP, or phone, depending on the MFA the user has enrolled in.
Complete the required steps for MFA.
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