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MFA Management (Setup / Reset)

Multi-Factor Authentication (MFA) adds an extra layer of security to your account by requiring
more than one method of authentication. This guide will walk you through the steps to set up
MFA using various authenticator applications, alternate email addresses, and registered mobile
numbers. MFA may be triggered while you are creating your account, or you can set it up
manually from security settings. This user guide demonstrates the steps to set up or reset MFA

manually.

To review the steps for MFA that are triggered while creating a new account on KYID, please
refer to the Create Account User Guide.

There are mandatory fields marked with an asterisk (*). These fields must be completed to
proceed.
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1. Setting up MFA

This section provides step-by-step instructions for setting up multifactor authentication (MFA)
for your KYID account.

You can enable MFA using an alternate email address, a registered mobile number, or one of the
supported authenticator applications available within the KYID portal. The methods listed below
can be used to secure your KYID account with multifactor authentication:

Setting up MFA through Various Methods

MFA enhances account security by requiring users to verify their identity using two or
more authentication factors. The following subsections walk you through each method
and offer clear steps to safeguard a smooth setup process.

e MFA Application: The MFA application method uses an authenticator app (such as
ForgeRock Authenticator, Microsoft Authenticator, Google Authenticator, and
Symantec VIP) installed on your mobile device or desktop. After registering on the
app, you will receive one-time passcodes (OTPs) that you enter during sign-in as the
second authentication factor.

e Mobile Number Authentication: In this method an SMS, or a voice call is used to
deliver verification codes to your registered mobile number.

e How to update MFA (self-enroll method): The self-enroliment option allows you
to change or update your MFA method at any time. This is useful if you change
devices, switch phone numbers, or want to enhance your security by selecting a
different authentication factor.
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1.1 Pre-requisite MFA - Signing in KYID for the first time

1. When logging in to KYID for the first time, enter your registered email address
in the Email* field on the KYID sign in screen.

2. Select the I consent to the System Notice checkbox.

3. Click Next to proceed.

All your
applications, one
secure place.

Through KYID, you can access all your Kentucky
applications—simply and securaly.

Create Account

Help Center English (English) ~ | signin

Signin
* Indicates a required field.

Email*

IDE_KYJUL_TI/@dispostable com

| | congent to the System Notice

4. Enter your password in the Password field.

5. Click Sign in to proceed.

KviD}

All your
applications, one
secure place.

Through KYID, you can access all your Kentucky
applications—simply and securely.

Create Account

Help Center English (English) ~ | signin

SignIn
*Indicates a required field.
Email*
IDE_KYJUL_TI7@dispostable.com

Password*®
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6. The Before we can get you to the right place screen appears. Click Start to
proceed.

LAY
KYID My dashboard Help Center English (English) v | @ Yahirseo Compton

K

Before we can get you to the right place

To access this app, you'l need to complete the following:
KYID Self Service Portal

Optional items for completion
These items will be available for completion once the mandatory items have been completed

Multi-factor Authenticator Review & Enroliment e \
X N . ( stat )
Review your multi-factor authenticators and enroll for .

Skip, and go to my application

7. The Enhance your account security screen appears. Scroll down to the Multi-
factor authentication (MFA) enrollment section to set up MFA. Select the
Yes, | would like to enroll for MFA checkbox.

8. C(lick Save to confirm the selection.

9. Under the Account recovery and MFA section, click the +Add method to add
account recovery methods.

-
< Back to pre-requisites
Enhance your account security
Multi-factor authentication (MFA) enroliment ©
To enhance your account security, we recommend enabling self-enrollment for MFA. This allows you to easily add an extra layer of
protection beyond your password and also helps you to recover your account. Once you enroll, you will be prompted to perform
MFA during every login request.
To get started, select the check box and save your settings. Please note, you would need a mobile phone or Authenticator App
method to enroll. Would you like to enroll for MFA?
| Yes, | would like to enroll for MFA.
o
Account recovery and MFA © ° + Add method
The methods below are used to recover and/or authenticate your account. Methods labeled as "Account recovery” are for account recovery
purposes only, while those labeled as "MFA” are used for multi-factor authentication. Some methods may be used for both account recovery and
MFA.
No MFA methods available. Click Add Method to set up a new method.
v
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options are role-based, meaning the options may not be available to you based on the type of
information you access. MFA methods include:

1. Authenticator application
2. Mobile phone
3. Alternate Email.

a
X  Exit set up MFA
.
Select a multi-factor
. .
authentication (MFA) method
How would you like to authenticate when signing into your account?
* Indicates a required field
=2z Authenticator application
""" Download and set up an application on your device to
authenticate at sign in
E Mobile phone
Receive a verification code delivered to your mobile phone to
authenticate at sign in
E Alternate email
Receive a verification code delivered to your email to
authenticate at sign in
< Back Next
v
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1.1.2. Authenticator application option

1. To set up your account recovery using the authenticator app, select the
Authenticator application checkbox.

2. Select Next to proceed.

KYID My dashboard Help Center english (English) v~ | (2) vahirseo compton +

% Exit set up MEA

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

Indiicates o required field

2=x  Authenticator application o
**" pownload and set up an application on your device to
authenticate at sign in

E Mobile phone
Receive a verification code delivered to your mobile phone to
authenticate at sign in

[7] Atterate email
Receive a verification code delivered to your email to
authenticate at sign in

- 0o

On the Would you like to enroll for another method? screen, you will see four authentication
applications available for selection. To continue, choose one of the applications.

v

X Exitsetup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

w

ForgeRock Microsoft Google
Authenti Authenti i Symantec VIP
£ Back Next
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Please note: You can only have one push notification method and one one-time password
(OTP) method configured at a time. For instance, if you have set up ForgeRock Push
Notifications, you cannot enable Google Push Notifications simultaneously. Similarly, if
Google OTP is active, ForgeRock OTP cannot be configured at the same time. To switch to a
different MFA method, first remove the existing method from the Account Recovery and
MFA section, then select and add your preferred application.

Prerequisites: Before you begin, confirm you have access to your primary email, and a mobile
device with one of the following authenticator apps installed:

A. ForgeRock Authentication application
B. Microsoft Authentication application
C. Google Authentication application

D. Symantec VIP application

A. ForgeRock Authenticator

The ForgeRock Authenticator app enhances your KYID account security by generating
one-time passcodes or sending push notifications to your device. During the MFA setup
process, you can configure the app to authenticate using either push notifications or time-
based codes. Once registered through the KYID portal, ForgeRock Authenticator will be
available as an authentication method. When signing in, you may be prompted to verify
your identity using a push notification or a code generated by the ForgeRock app.
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1. Select ForgeRock Authenticator on the Would you like to enroll for another
method? screen.

2. Click Next to proceed.

X Exit setup MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

A4 ]
9 % v
ForgeRock Microsoft Google
Authenticator Authenticator Authenticator Symantec VIP
( ek °
Skip this step

@ What is multi-factor authentication?
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On the Select how to authenticate screen, two checkboxes are available Push
notification checkbox or the One-time verification code. Push notification checkbox
can be selected to receive a notification on the mobile device with the options Allow or
Deny. You can select Allow on your mobile device and proceed with the authentication or
you can select Deny if you do not wish to proceed with this authentication method. One
time verification code checkbox can be selected to receive a verification code that is
generated in the app on your registered device.

2.1. Push notification option:
a. Select Push notification checkbox.
b. Select Next.

X Exitsetup MFA

Select how to authenticate

° o Push notification
C Tap "Allow” or "Deny” in the software on your registered o

device at signin

One time verification code
Enter a verification code that is generated in the app on your
registered device at sign in

¢ fesk o

|3
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Follow the instructions displayed on the Set up your ForgeRock
Authenticator App screen to download the ForgeRock application on your
device. Scan the QR code displayed on the screen. Do not scan the QR code

in this document.

. Once the scan is successful, the Next button with be enabled. Click the Next

button to continue.

K¥iD}

Set up your ForgeRock
Authenticator app

Download the ForgeRock Authenticator
application from the i0S App Store or Google Play
onto your device.

@ Open the ForgeRock Authenticator application on
your device and mprhe p\uﬁ]con

o Point the camera at the QR code to scan.

I'm on a mobile device

Please note: If you are performing the authentication steps on a mobile device, then you
may select the I'm on a mobile device link that is displayed above the QR code. A pop-up will
appear trying to open the ForgeRock Authenticator application. Click Allow on the pop-up
message. Then, click Accept in the ForgeRock Authenticator application. Reopen your
browser on your mobile device and click next and continue from Step d.
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e. Onthe Respond to your push notification screen, the system displays a
loading screen, waiting for you to respond to the notification sent on your
mobile app. Click Allow on the mobile device to proceed.

X Exit set up MFA

Respond to your push notification

The push notification has been sent to your app. Please respond.
C Resend push notification

< Back

Please note: In case you did not select any response, then Resend push notification
link will be enabled. You can select this link to resend the notification or select the Back
link to go to the previous screen to change the authentication method.

2.2. One time verification code option:
a. Select One time verification code checkbox.
b. Select Next.

X Exitsetup MFA

Select how to authenticate

Push notification

7
.C Tap "Allow” or "Deny” in the software on your registered device
atsignin

One time verification code

%% Enter a verification code that is generated in the app L]

on your registered device at sign in

¢ et °
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c. Follow the instructions displayed on the Set up your ForgeRock
Authenticator App screen to download the ForgeRock application on your
device. Scan the QR code displayed on the screen. Do not scan the QR code
in this document.

d. Once the scan is successful, the Next button with be enabled. Click the Next
button to continue.

Set up your ForgeRock
Authenticator app

o Download the ForgeRock Authenticator
application from the iOS App Store or Google Play
onto your device.

© Open the ForgeRock Authenticator application on
your device and tap the plus icon.

© Point the camera at the QR code to scan.

{ Back

Please note: If you are performing the authentication steps on a device, then you may select
the I'm on a mobile device link that is displayed above the QR code. A pop-up will appear
trying to open the ForgeRock Authenticator application. Click Allow on the pop-up message.
Then, enter the code shown in the ForgeRock Authenticator application into the verification
field on your mobile device and continue with the Step f.
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e. Enter the six-digit code sent to the device in the Enter verification code*
field.
f. Click Verify to complete the ForgeRock MFA setup.

Enter your verification code

Enter the six-digit verification code displayed on your app.
Enter verification code*

0@@@
= o
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B. Microsoft Authenticator

The Microsoft Authenticator app provides secure account access by generating time-
based codes or sending push notifications to your device. By following the steps below,
you can set up the app by scanning a QR code and completing verification with either a
push notification or a code during the MFA configuration process.

1. Select Microsoft Authenticator app on the Would you like to enroll for another
method? screen.

2. Click Next to proceed.

X Exitsetup MFA
.
Would you like to enroll for another
method?
Which app would you like to use for authentication?
% o
- * v
-
ForgeRock Microsoft Google
Authenticator Authenticator Authenticator Symantec VIP
< ek °
Skip this step
it is multi-factor authentication?
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3. Follow the instructions displayed on the Set up your Microsoft Authenticator App
screen to download the Microsoft application on your device. After the app is installed
and ready, scan the QR code displayed on the Set up your Microsoft Authenticator
app screen with the help of your mobile device. Do not scan the QR code in this
document.

4. Once the scan is successful, the Next button with be enabled. Click the Next button
to continue.

Set up your Microsoft Authenticator
app

A

o Download the Microsoft Authenticator application
from the iOS App Store or Google Play onto your
device.

€ Open the Microsoft Authenticator application on
your device and tap the plus icon.

o Point the camera at the QR code to scan. If you
are on a mobile device, click on "I'm on a mobile
device’ link.

Once the account has been setup on your device,
click "Next" to continue.

Please note: If you are performing the authentication steps on a device, then you may select
the I'm on a mobile device link that is displayed above the QR code. A pop-up will appear
trying to open the Microsoft Authenticator application. Click Allow on the pop-up message.
Then, enter the code shown in the Microsoft Authenticator application into the verification
field on your mobile device and continue with the Step 4.
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5. Inthe Enter the verification code* field enter the code displayed on the
authenticator app on your mobile device.

6. Click Verify to proceed and complete setup of your Microsoft MFA.

X Exit set up MFA

Enter your verification code

e

Enter the six-digit verification code displayed on your app.
Enter verification code*

O
- o

* Indicates a required field.

8 3 7]
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C. Google Authenticator

The Google Authenticator app secures your account by generating time-based, one-time
passcodes on your device. By following the steps below, you can set up the app by
scanning a QR code or entering the code displayed during the MFA configuration process.

1. Select Google Authenticator app on the Would you like to enroll for another

method? screen.
2. Click Next to proceed.

X  Exit set up MFA
L]
Would you like to enroll for another
method?
Which app would you like to use for authentication?
s ’ |
5 v
@ | *
ForgeRock Microsoft Google
Authenti A i AL i Sym VvIP
¢ mesk °
Skip this step
@ What is multi-factor authentication?
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3. Follow the instructions displayed on the Set up your Google Authenticator App
screen to download the Google application on your device. After the app is installed
and ready, scan the QR code displayed on the Set up your Google Authenticator app
screen with the help of your mobile device. Do not scan the QR code in this

document.

4. Once the scan is successful, the Next button with be enabled. Click the Next button to

continue.

Set up your Google Authenticator

app

*

o Download the Google Authenticator application
from the iOS App Store or Google Play onto your
device.

e Open the Google Authenticator application on
your device and tap the plus icon.

o Point the camera at the QR code to scan. If you
are on a mobile device, click on "I'm on a mobile
device" link

@ Oncethe account has been setup on your device,
click "Next” to continue

I'm on a mobile device

Please note: If you are performing the authentication steps on a device, then you may select
the I'm on a mobile device link that is displayed above the QR code. A pop-up will appear
trying to open the Google Authenticator application. Click Allow on the pop-up message.
Then, enter the code shown in the Google Authenticator application into the verification
field on your mobile device and continue with the Step 4.
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5. In the Enter the verification code* field enter the code displayed on the
authenticator app on your mobile device.

6. Click Verify to proceed.

Enter your verification code

*

Enter the six-digit verification code displayed on your app.
Enter verification code*

O s
- e -
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D. Symantec VIP

The Symantec VIP authentication app enhances account security by generating unique,
time-based security codes on your device. By following the steps below, you can set up the
app by registering your device's Credential ID and entering two consecutive codes from
the app during the MFA configuration process.

1. Select Symantec VIP on the Select an authenticator application screen.
2. Click Next.

X Exitset up MFA

Would you like to enroll for another
method?

Which app would you like to use for authentication?

o oo
@] 6 * | «

g i f Google
i AL i Authenticator Symantec VIP

s G

Skip this step

Please note: If you have not yet installed the VIP Access app onto your machine or device,
then you must download and install it by visiting the Symantec website at
https://vip.symantec.com/ for the desktop version, the App Store for iPhone and iPad
devices, or the Google Play for Android devices.
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3. Open the Symantec VIP app and locate your unique Credential ID and the Security
Code.

¥ VIP Access

Credential ID

\/QQ l 7Q27Q8R50Q°9
V L) I Ji& o £

[Security Code  @28] |

355474 ¢
s
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4. Enter the Credential ID, which is displayed in the VIP Access app, in the Enter
credential ID field on the Setup your Symantec VIP app screen in KYID.

5. Generate two consecutive security codes in the VIP Access app. Enter the first
security code in the Security Code 1 field.

6. Wait for the code to refresh, then enter the second security code in the Security Code

2 field.

7. Click Next to submit the codes and complete the Symantec VIP MFA setup.

Setup your Symantec VIP app

v

o Download and install the Symantec VIP Access
app on your mobile device from the App Store or
Google Play, or on your desktop from the
Symantec VIP website.

© Openthe VIP Access app and follow the on-
screen prompts to complete the initial setup.

o When prompted, enter the security code and two
consecutive codes generated by your VIP Access
app to complete registration,

Enter credential ID

Security code 1

Security code 2

{ Back o Next

Please note: The Security Code refreshes every thirty (30) seconds. If the second code
expires before you click the Next button, enrollment will fail. You must then return to the
VIP Access application to receive two new valid Security Codes.
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1.1.3. Mobile Number Authentication

Mobile number authentication can be set up as an additional security measure for your KYID
account. Once you register your mobile number in the KYID portal, it becomes available as an
authentication method by default. Each time you sign in to KYID, you may be prompted to
verify your identity using a code sent to your registered mobile number. This method will
become optional when you set up MFA via an authentication application.

Follow the steps below to authenticate your account via email address.

1. Select Mobile phone on the Select a multi-factor authentication (MFA) method screen.
2. Click Next.

o
KV|D> My dashboard Help Center English (English) v | (&) Yahirseo Gempton
L—

X Exit set up MFA

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

2:z  Authenticator application
*"  Download and set up an application on your device to
authenticate at sign in

E Mobile phone
Recsive a verification code delivered to your mobile
phone to authenticate at sign in

[ Alternate email
Receive a verification code delivered to your email to
authenticate at sign in

0o
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3. Enter your mobile number in the Mobile number field.

4. Re-enter the same mobile number in the Confirm mobile number field.
5. To verify your mobile number, select one of the following options to receive the
verification code on your selected mobile number:

e Text message: Receive a code via SMS.
e Voice call: Receive a code through a phone call.

6. Click Next.

Country code

(+1) United States v

Mobile number
° (859) 555-1234

Confirm mobile number

(859) 555-1234

How would you like to receive the verification code?

Text Message V]
D You will receive a passcode via text
message to your phone

Voice call
{c You will receive a passcode via voice call
to your phone

By providing your mobile phone number you are consenting
to receive messages (Standard data rates may apply).

Skip this step

¢ pesk °
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Enter the six-digit code in the Enter verification code* field. Note that the code expires

after five minutes. You must enter the code before it expires.
After entering the code, click Verify to proceed. Upon successful verification, a success

message appears. If you need a new code sent to your mobile device:

Select the text message link to receive a new code via text message in case the
code expires or you have not received it.

Select the voice call link in case you prefer to receive the code via a voice call.

7.

a.

b.

Verify your mobile number

six-digit verification code was sent to +1 (859) 555-1234. Enter the
verification code provided to verify your mobile number.

* Indicates a required field.

Enter verification code*

©: 2 7 4]

Code expires in 04:31 minutes

o

Resend verification code by! text messuqi_zlorlvoice call|
L

< Back ° °
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1.1.4. Alternate Email Authentication

Email authentication is automatically configured when you create your KYID account. By
default, your primary email address serves as the primary authentication method for your
KYID account. This authentication step will be prompted each time you sign in to KYID
using your registered email address. Below are the steps to add an Alternate email
address to your KYID account for verification.

Follow the steps below to authenticate your account via your alternate email address.

1. To set up your account recovery using an alternate email, select the Alternate email
option.

2. Click Next to proceed.

P
My dashboard Help Cent English (English 2) Yahi Ci t
Kle) ly dashboar elp Center nglish (English) v | (&) Yahirseo Compton v

X Exit set up MFA

Select a multi-factor
authentication (MFA) method

How would you like to authenticate when signing into your account?

ired field

= Authenticator application
" Download and set up an application on your device to
authenticate at sign in

E. Mobile phone
Receive a verification cods delivered to your mobile phone to
authenticate at sign in

E Alternate email
Receive a verification code delivered to your email to
authenticate at sign in
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3. Enteryour alternate email address in the Alternate email* field.

4. Re-enter your alternate email address in the Confirm alternate email* field.
5. Click Next to proceed.

KYID My dashboard

Help Genter English (English) v | (&) Yahirses Compton ~

X Exitsstup MEA

Provide your alternate email

that you add
recovery method.

Alternate email* @
° Jeompton_tamalinotorcom |
Confirm alternate email*

[ycomplon,l@mcw\inumr.com l

< Back ° Next

6. On the Verify your email popup, enter the code in the Enter verification code*
field.

7. Click Verify to complete the alternate email MFA setup.

Verify your email

six-digit verification code was sent to ycompton _l@mailinator.com. Enter
the verification code provided to verify your email.

* Indicotes a required field

Enter verification code*

Ol 2l =[]

Resend verification code I Use a different email
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Please note: The code sent to your alternate email will be valid for 10 minutes. You can
select Resend verification code link to resend the code in case not received.

1.2. Setting up MFA (Self Enrolilment Method)

You can also set up MFA via applications from the Login and Security tile on the My account
screen.

1. Select the dropdown arrow next to your profile on the top right corner of the My
dashboard screen.
2. Select My account from the menu.

W3 A official wetsite of the Comm Kentucky. tiow yvou know? +
A
KVID/‘> My dashboard app library Help Center English (Eny (2) Jordan smith v ‘
u

Welcome to your KYID dashboard

Manage your applications, review your to-do list, and more.

(D Announcement: Welcome to KYID

X Dismiss

You are now using our newly launched platform. We've redesigned the system to improve your experience, enhance performance, and introduce new features. Please explore the updated interface and let us know if you encounter any
issues or have feedback. For help or questions, contact CHFS KYID Support at chiskyidsupportgky gov.

To-dolist (2) A

Task Application Name Due Date
KYID Account Settings Review EN

KYID Organ Donor EN
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If this is your first time accessing the My account page, you are prompted to authenticate with
either your mobile phone or through your primary email address tied to your KYID account. A
verification code will be sent to either your mobile phone through text message or voice call or it
will be sent to your primary email address. Select the option you desire and enter the
verification code to continue.

Select a method to authenticate

michael.smith@mailinator.com

E Send verification code to mobile phone O

[57] send verification code to my primary email Q)

@ I don't have access to above methods and would like to O
change

< Back Next

Please note: If you do not have access to the above methods and would like to change,
you may verify your identity through Identity verification or by entering a verification
code sent to your primary and alternate emails.

3. Select the Login & Security tile on the My account screen.

=3 An official website of the Come Kentucky. How you know?

P
\ My dashboard App libra Help Center English (English) v Michael Smith
KYIEJ,, y pp library 3 glish (English) |

My dashboard > My Account

My Account

Y I

Personal Information Verified Pre-requisites Login & Security

Your personal details that View Pre-requisites that you Manage your account

verify your identity have completed Settings, including
password & MFA methods

Account Activity

View the activity on my
account
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Account Management options.

4. Scroll down to the MFA via Multi-factor authentication (MFA) enrollment section to

set up MFA. Select the Yes, | would like to enroll for MFA checkbox.
5. Click Save to confirm the selection.

6. In the Account recovery and MFA section, click + Add method button and then follow
the same steps in the 1.1.2. Authenticator application option section of this QRG.

Multi-factor authentication (MFA) enroliment ©

To enhance your account security, we recommend enabling self-enroliment for MFA. This allows you
to easily add an extra layer of protection beyond your password and also helps you to recover your
account. Once you enroll, you will be prompted to perform MFA during every login request.

To get started, select the check box and save your settings. Please note, you would need a mobile

| Yes, | would like to enroll for MFA.

K¥iD}

On the Login & Security screen, you will be able to update Login details, set up MFA via Multi-
factor authentication (MFA) enrollment, access Account recovery and MFA options, and

phone or Authenticator App methed to enroll. Would you like to enroll for MFA?
e Save

Account recovery and MFA © ° ( + Add method )

The methods below are used to recover and/or authenticate your account. Methods labeled as "Account recovery” are
for account recovery purposes only, while those labeled as "MFA" are used for multi-factor authentication. Some
methods may be used for both account recovery and MFA.

( MFA )( AccountRecovery )
Phone Number El-
=
C +1=xxx~-xxx~3161
( MFA )( AccountRecovery )
Alternate Email [u]
E j****h2@mailinator.com

Please note: Users can add up to three (3) mobile phone numbers for verification and up to

four (4) authenticator applications
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2. Removing MFA from an Existing Account

Removing Multi-Factor Authentication (MFA) allows you to regain access to your account if you
need to reconfigure your security settings or if you lost access to your MFA option. By following
the steps below, you can securely remove your MFA.

1. Login into the KYID platform with the help of your existing credential details. On the
dashboard, select the Username drop down in the top right corner of the screen.

2. Select My account from the menu.

Welcome to your KYID

Monage your appi R r——

(T} Announcement: Welcome to KYID

VeI O T LESING o Pl Iaunchid ploticarm. We've k e SYSem b i SNGNCH PRECITAONGS, and INOCUCH NEw 18CTUTes. Pleass axplons th updated intedoce and ket us Enow If you encounter any

your L
55108 0f Nowe 180dbOCK. For P of QUaSHons, contoct CHES KD Support ot chiskyiosuppon gl ooy

To-do list (2) ~

KYRD Account Settings Review EN

KYID Srgan Donor EN
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If this is your first time accessing the My account page, you are prompted to authenticate with
either your mobile phone or through your primary email address tied to your KYID account. A
verification code will be sent to either your mobile phone through text message or voice call or it
will be sent to your primary email address. Select the option you desire and enter the
verification code to continue.

Select a method to authenticate

michael.smith@mailinator.com

E: Send verification code to mobile phone O

E Send verification code to my primary email Q)

@ I don't have access to above methods and would like to O
“ change
< Back Next

Please note: If you do not have access to the above methods and would like to change,
you may verify your identity through Identity verification or by entering a verification
code sent to your primary and alternate emails.
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3. C(lick the Login & Security tile on the My account screen.

B3 an official website of the Gor f Kentucky. HOw you know? v

My dashboard App library Help Center English (Eng\ish) w | g Michael Smith ~

KYID

My dashboard > My Account

My Account

Jo C

Q-

Personal Information

Your personal details that
verify your identity

Verified Pre-requisites

View Pre-requisites that you
have completed

Login & Security

Manage your account
Settings, including

password & MFA methods

=

Account Activity

View the activity on my
account

4. Scroll down to review the Account recovery and MFA tile on this screen.

5. Select the trash icon next to an MFA method you want to remove.

+ Add method

The methods below are used to recover and/or authenticate your account. Methods labeled as Account recovery are
for account recovery purposes only, while those labeled as MFA are used for multi-factor authentication. Some
methods may be used for both account recovery and MFA.

Account recovery and MFA ©®

MFA

TOTP °‘ u]

e MICROSOFT

al

PUSH
FORGEROCK
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Please note: The Account Recovery and MFA section displays the methods available for
recovering and authenticating your account. Methods labeled Account Recovery are
used solely for account recovery, while those labeled MFA are used for multi-factor
authentication. Some methods may serve both purposes.

You can add new methods or remove any methods labeled as MFA or Account
Recovery, except for at least one Account Recovery method. It is mandatory to retain at
least one method labeled Account Recovery to ensure you can recover your account if

needed.

6. Select Yes, remove method on the Are you sure you want to remove this MFA

method popup.

e

Are you sure you want to remove this
MFA method?

TOTP
MICROSOFT

°‘ Yes, remove method

No, go back
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7. When the selected MFA method is removed successfully, a message will be displayed
on the screen with the message: You have successfully removed an MFA method.

B= An official website of the Commonwealth of Kentucky. How you know? v !
e
KYID) My dashboard App library Help Center Engflish (English) v | () Jordan smith +
L
My dashboard > My account > Login & Security
. o
Login & Security
@ MFA method(s) removed
You have successfully removed TOTP (MICROSOFT) X Dismiss

Login details
Primary email @ jordan.smith@yopmail.com
Password =0 ssesesssss

Update >
| Update >
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